UNITED STATES MARINE CORPS

MARINE FORCES RESERVE
" 4400 DAUPHINE STREET
NEW ORLEANS, LA 70146-5400
INREPLY REFER TO:
5500
SCTY

SEP 2 3 2010

FORCE POLICY LETTER 05-10

From: Commander, Marine Forces Resexve
To: Distribution List

Subj: MARINE FORCES RESERVE (MARFORRES) SECURITY OFFICE
AMPLIFYING “WIKILEAKS” WEBSITE GUIDANCE

Ref: (a) Executive Order 13526
{b) SECNAV M-5510.36

Encl: (1) CNO NO9N2 Wikileaks Posts Sensitive Information email

dtd 26 Jul 10
(2) BANIF 020-10 of 2 Aug 10

1. The information found on the website “WIKILEAKS” 1is
clasgified information that was +ransmitted to that public
domain site illegally. Per reference (a) and the enclosgures,
wclassified Information shall not be declassified automatically
as a result of any unauthorized disclosure of identical or
similar information.” Despite the circumstances surrounding
WIKILEBKS, we must continue to protect similar or identical
information commensurate with the level of classification
assigned per reference {p), until the information is assessed by
the appropriate Original Clagsification Ruthority {OCA)} .

2. United States Marine Corps (USMC) personnel
(Marines/Civilians/Contractors} are hereby cautioned and
directed to not access the WIKILEAKS website from a personally
owned, publically owned or United States Government computer
gystem. Willingly accessing the WIKILEAKS website for the
purpose of viewing the posted classified material constitutes
unauthorized processing, disclosure, viewing and downloading of
classified information onto an unauthorized computer system not
approved to store classified information. This is a deliberate
security violation. This includes having someone access the

site on your behalf.

3. These actions provide the justification for local security
officials to removeé OY suspend “for cause” all security
clearances and accesses.

DISTRIBUTION STATEMENT D: ALL MARFORRES assets, approved for
public release, distribution is uniimited

B :




Subj: MARINE FORCES RESERVE (MARFORRES) SECURITY OFFICE
AMPLIFYING “WIKILEAKS” WEBSITE GUIDANCE '

4. USMC personnel need to view, process, and/or store
classified or potentially classified information only on
machines cleared for processing information at the appropriate

security level.

5. Any MARFORRES personnel or agencies who believe they require
access to these documents or have other equities or concerns
should contact the Security Manager Office for assistance.

[2¢43 AT

K. E. BRAITHWAITE
Executive Director

Directives issued by this Headquarters are published and
distributed electronically. Electronic versions of MARFORRES

directives can be found at:
http://www.mfr.usmc.mil/hg/gl/Adjutant/ForceOrders/index.asp




From: Ouellette, Bridget Anne CIV NCIS, Code 24
[mailto:bridget.a.ouellette@navy.mil]

Sent: Monday, July 26, 2019 13:28
To: Miller, Scott CDR CHINFO, EA; Hernandez, Danny CDR CHINFO, 0I-3; Horner,

Harley CIV NCIS; Beresford, Dereck A CIV NAVSEA, SEA @9P; Shack, Derrick CIV ONR,
43; King, Walter L CIV NO1S; Collins, Clifford LCDR COMPACFLT, N8@4;
joseph.orosco@me.navy.mil; michael.topping@me.navy.mil; Castleberry, lJames L LCDR
CPRW11, N2; mccantsr@cotf.navy.mil; Wofford, Johnnie CIV NO1S;
george.hulak@navsoc.socom.mil; rgorka@usna.edu; Riester, Peter CIV NAVAIR-4.4.7;
Atchison, David H CIV AIR 7.4.1, Security; Kay, Harry CIV NDW WNYD, N1; Brough,
James R NETC, N@@415; Frandsen, Donald LCDR NETC, Admin; janice.giles@navy.mil;
Haddox, Barry D CIV NAVFAC HQ, MS; Scharp, Brenna, NAVHISTHERITAGECOM; Luckey,
Diana CIV CNIC HQ, N@®; mwentling@nmic.navy.mil; rlohr@nmic.navy.mil;
tking@nmic.navy.mil; Beasley, Heidi A CIV 0JAG, CODE 38;
Tracy.Blanchard@med.navy.mil; Moore, Alphonso CIV; Powers, James C CIV NPC,
BUPERS-8@Y/PERS-534; mandersen@nps.navy.mil; Parker, Doris S NAVSAFECEN, ©53;
Beveridge, Gene E. CIV NAVSAFECEN, B5; Geary, Patrick 1 CIV NAVSEA, SEA 05P;
Rosado, Ben CIV SPAWAR, 83309; barbet.bryant-gordon@ssp.navy.mil;
lisa.koenig@ssp.navy.mil; Lafata, Mary J CIV (SUP @3X);

leonard. coleman@nwc.navy.mil; Grocki, Christopher M LT OGC, AGCM; Smith,
Jacqueline L CIV DON/AA, FSSD; Albrecht, Erich L CIV NAVYIPO, IP0-@9X; Alcoy,
Shelly M., CIV Navy Cyber Forces, SEC; Gray, Carrie LCOR NAVCYBERFOR, N75;
Bethune CIV Leslie M; Potts CIV William T; Silk CIV Charles B; Haskett, Mark L
CIV NCIS, Code 11; Hawkins, Anesia NAVAUDSVC; Lacross, Rita CIV PRESINSURV ADMIN;
Howard, Curtis CIV ONR, 43; Woodruff, Jesse J CIV Navair 4.8X; Whalen, John CIV
USJIFCOM J@2; Jackman, Neala K. CIV USJFCOM 382; Baden, Stephen P. CIV NAVAIR
2272; tracy.mase@eu.navy.mil; Jones, Mary A CIV NCIS, NCIS; Widmaier, Vinnie/CNSG
ASS50; Stanley, Laura C CIV OPANV N2N6CS; Ruhland, Kirsten M CIV OPNAV N2N6CS

Cc: Kline, Carl CIV NCIS, Code 24E; Anderson, Mary A CIV NCIS; Long, Steven C CIV
NCIS, 24E; DelGrosso, Dan CIV SECNAV, DON CIO; Ross, Deborah D Ms CIV 0SD OUSDI;
Ramsey, Theresa Ms DISL 0SD OUSDI; Tracy, Robert P CIV NCIS, NCIS; Johnson, Troy
M CIV NETWARCOM ODAA; Letteer CIV Ray A

Subject: WIKILEAKS POSTS SENSITIVE INFORMATION

Importance: High

Security Managers,

Below and attached forwarded for your immediate information and dissemination to
your respective command personnel and subordinate commands.

Yesterday, the media released information regarding a large number of documents
containing U.S. national security information posted on a publicly available
website called Wikileaks. I understand it was first reported in the New York
Times yesterday at http://www.nytimes.com/interactive/world/war-logs.html. The
wWhite House then issued a statement available at http://www.whitehouse.gov/the-
press-office/statement-national-security-advisor-general-james-jones-wikileaks.
Personnel are reminded not to confirm nor deny information contained on the
website. In addition, personnel should not access the Wikileaks website on
government owned systems, in order to aveid a proliferation of potential

electronic spillages (ES).

ENCLOSURE (1)




Compromises resulting from an ES shall be reported to this office per NTD 11-08
and SECNAV M-5518,36, Chapter 12, DON Information Security Program Manual. CNO
(NeoN2) p.o.c. for ES is MaryAnn Bales at (202) 433-8845, DSN 288-8845, or email
at maryann.bales@navy.mil. Contact Ms. Bales direct, if you have information to

be sent via SIPRNET.
r/Bridget Ouellette

CNO (NO9N2)
Head, DON Information Security Policy

ENCLOSURE (1 )




R 821330Z AUG 18

FM SSO NAVY//MSD2//
TO BANIF :
CSGERNW

J550 DIGBY

NIOD DIGBY

SUSLOOD

INFO S50 NAVY//MSD2//
ZEM

UNCLAS

QQQQ :

ALL SSO'S HOLD AND PASS TO CONTRACTOR SSO'S

CG 2 MAW HOLD AND PASS TO MAG 14

CNSWG-3 HOLD AND PASS TO SDVT 1

CNG HOLD AND PASS TO NAVAL IG AND OPNAV DET AJCC

COMUSNAVCENT HOLD AND PASS TO NCIS MEFO

NAVAIR HOLD AND PASS TO NAVAIR LAKEHURST AND NAVAIR ORLANDO

NAVWARCOL HOLD AND PASS TO NOPC

SSO FT WORTH HOLD AND PASS TO COMNAVRESINTCOM

SSO JAX HOLD AND PASS TO RIA SOUTHEAST

SS0 MPLS HOLD AND PASS TO RIA MIDWEST DET DETROIT

SSO NAPLES HOLD AND PASS TO NCIS EUFO

SSO NAVY HOLD AND PASS TO NAVEODTECHDIV INDIAN HEAD AND NSWC INDIAN HEAD

SSO NCIS HOLD AND PASS TO NWFO

SSO NORFOLK HOLD AND PASS. TO COMPAWINGLANT, NAVCOASTWARGRU TWO, NAVY REGION MID-
LANT, HQ ATLANTIC FLEET NORFOLK, NCTAMS LANT AND NCTAMS LANT DET HAMPTON

550 NORLEANS HOLD AND PASS TO RIASE NEW ORLEANS

SSO ONI HOLD AND PASS TO ONI DET CHESAPEAKE BEACH

SSO OSP HOLD AND PASS TO NELO ARLINGTON, NELO DET NORFOLK AND NRPEQ SAN DIEGO
$50 PEARL HOLD AND PASS TO SPAWARSYSACT PAC, PMRF AND NCIS HIFO

SSO SDIEGO HOLD AND PASS TO COMNAVAPAC AND JRICP

$SO WHIDBEY HOLD AND PASS TO COMDESRON9, CNATTU, CVWP, EODMU-11, FASO, NOPF, RIA
NW, WING 10, USS DAVIS, USS FORD, USS INGRAHAM

SSO YOKOSUKA HOLD AND PASS TO NCIS FEFO AND USS CURTIS WILBUR

SUBJ: BANIF 020-18, THE "WIKILEAKS" WEBSITE GUIDANCE

REFS: (A) ALCON JAG NEWS OF 29 JULY 2020 1. IAW REFERENCE (A) THE BELOW IS

PROVIDED AND "“QUOTED™.

2. "DON PERSONNEL SHOULD NOT ACCESS THE WIKILEAKS WEBSITE TO VIEW OR DOWNLOAD THE
PUBLICIZED CLASSIFIED INFORMATION. DOING SO WOULD INTRODUCE POTENTIALLY
CLASSIFIED INFORMATION ON UNCLASSIFIED NETWORKS. THERE HAS BEEN RUMOR THAT THE
INFORMATION IS NO LONGER CLASSIFIED SINCE IT RESIDES IN THE PUBLIC DOMAIN. THIS
IS NOT TRUE. EXECUTIVE ORDER 13526, SECTION 1.1{4)(C) STATES "CLASSIFIED
INFORMATION SHALL NOT BE DECLASSIFIED AUTOMATICALLY AS A RESULT OF ANY
UNAUTHORIZED DISCLOSURE OF IDENTICAL OR SIMILAR INFORMATION." THE SUBJELT
INFORMATION WAS NEITHER PROPERLY NCR IMPROPERLY "DECLASSIFIED" BY AN APPROPRIATE
AUTHORITY AND REQUIRES CONTINUED CLASSIFICATION OR RECLASSIFICATION. IT IS

" APPARENTLY CLASSIFIED INFORMATION" THAT APPEARS TO HAVE BEEN DISCLOSED WITHOUT
APPROPRIATE REVIEW AND AUTHORITY. THE INFORMATION POSTED NEEDS TO BE REVIEWED BY
THE APPROPRIATE ORIGINAL CLASSIFICATION AUTHORITIES (OCAS) TO: DETERMINE IF IT IS
CLASSIFIED, CONDUCT DAMAGE ASSESSMENTS, AND MAKE A DETERMINATION REGARDING
CONTINUED CLASSIFICATION. DESPITE CIRCUMSTANCES SURROUNDING THE WIKILEAKS,

ENCLOSURE (z)




CONTINUE TO PROTECT SIMILAR OR IDENTICAL INFORMATION COMMENSURATE WITH THE LEVEL
OF CLASSIFICATION ASSIGNED PER SECNAV M-5510.36, UNTIL THE INFORMATION IS
ASSESSED BY THE APPROPRIATE OCAS. PLEASE REMEMBER, GOVERNMENT INFORMATION
TECHNOLOGY CAPABILITIES SHOULD BE USED TO ENABLE OUR WAR FIGHTERS, PROMOTE
INFORMATION SHARING IN DEFENSE OF OUR HOMELAND, AND TO MAXIMIZE EFFICIENCIES IN
OPERATIONS. IT SHOULD NOT BE USED AS A MEANS TO HARM NATIONAL SECURITY THROUGH
UNAUTHORIZED DISCLOSURE OF OUR INFORMATION ON PUBLICLY ACCESSIBLE WEBSITES OR

CHAT ROOMS."

3. JAG POC IS HEIDI BEASLEY, 0JAG/NLSC SECURITY MAMAGER, OJAG/CODE 39, NATIONAL
SECURITY LITIGATION LAW DIVISION, COMM: 202-685-5470, _
DSN: 325-547@,

4. MINIMIZE CONSIDERED. RELEASED BY 550 NAVY, MR, MICHAEL WENTLING. SSO NAVY POC
IS MS. DEBBIE NIBBE, JWICS: NIBBEDE@NMIC.IC GOV, NIPRNET: DNIBBE@NMIC.NAVY.MIL.

ENCLOSURE (2.)




