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FOREWORD

The Department of Navy (DON) Information Security Program (ISP)
establishes uniform policies and procedures for classifying,
gafeguarding, and declassifying national security information
(NSI); implements Executive Order (EOQ) 12958, as Amended,
"Classified National Security Information®*® and E0O 12829, *The
Mational Industrial Security Program”; and incorporates information
security polices and procedures established by other executive
branch agencies.

This Manual establishes specific policy set forth in SECNAVINST
5510.36A, "Department of Navy (DON) Information Security Program
(ISP) Instruction.” It is intended to provide uniform
implementation of ISP policy and procedures throughout the DON. It
encompasses all NSI classified under EQ 12958, as amended, and
predecessor orders, and special tvpes of classified and controlled
unclassified information. It applies to all DON commands and to
all DON militarv and civilian personnel.

This Manual should be read in its entirety. Major changes to the
DON ISP include new policies established by EC 12958, as amended;
new classification marking guidance issued by the 0Office of the
Under Secretary of Defense (Intelligence) to enhance information
sharing efforts; revised DoD policy on Alternative Compensatory
Control Measures; organizational changes to DoD and DON information
security program management; guidance for classified information
processed or compromised on information technology systems; and
changes to industrial security requirements resulting from changes
in operational support at the Defense Security Service.

DON commanding officers shall establish and conduct an ISP in
compliance with this Manual and SECNAVINST 5510.36A. Questions
regarding DON implementation shall be referred to CNO (NOSN).

" of Navy, HNavy
neds.daps.dla.mil.

This manual may be accessed through the Depart
Electronics Directives System website: http:

A i

Thomas A. Betro
Special Assistant for Naval :
Investigative Matters and Security
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previous five years. An established Top Secret security
clearance eligibility is required. Top Secret couriers are not
consi dered to be TSCAs.

2-5 SECURI TY RELATED COLLATERAL DUTI ES

1. Electronic Key Managenent System (EKMS) Manager. The
commandi ng of ficer nmust designate, in witing, an EKM5S Manager.
The EKMS manager is the principal advisor to the commandi ng
officer in all matters regarding the Comruni cati on Materi al
System (CM5). Specific selection and ot her designation

requi renents for an EKMS manager and alternate are outlined in
reference (d).

2. Naval Warfare Publications (NWP) Custodian. Reference (e)
requires the commandi ng officer to designate, in witing, an NW
custodian. This assignnent is normally a collateral duty. The

NWP custodian will exercise control over receipt, correction,
st owage, security, accounting, distribution, and authorized
destruction of all NWs. The NWP custodian will ensure, in

coordination with the command security manager, conpletion of
Prelimnary Inquiries (Pls) and Judge Advocate Ceneral Manual
(JAGVAN) investigations for |oss or conpronised publications in
accordance with chapter 12 of this policy nmanual .

3. North Atlantic Treaty Organi zation (NATO Control Oficer.
The commandi ng officer shall designate, in witing, a conmand
NATO control officer and at | east one alternate to ensure that
NATO information is correctly controlled and accounted for, and
that NATO security procedures are observed. Reference (f)

est abl i shes procedures and m ni mum security standards for the
handl i ng and protection of NATO classified information. The
Central United States Registry (CUSR) is the main receiving and
di spatching el enment for NATO information in the U S. Governnent.
The CUSR manages the U. S. Registry System of sub-registries and
control points to maintain accountability of NATO classified

i nformation.

2-6 CONTRACTI NG OFFI CER S REPRESENTATI VE ( COR)

The contracting officer shall designate, in witing, one or nore
qualified security specialists per Subpart 201.602-2 of reference
(g), as CORs. The designation shall be for the purpose of
preparing and signing the “Contract Security C assification
Specification” (DD Form 254), and revisions thereto, and ot her

2-6
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security related contract correspondence. The COR is responsible
to the security manager for coordinating with program managers
and procurenent officials. The COR shall ensure that the

i ndustrial security functions specified in chapter 11 are
acconpl i shed when classified information is provided to industry
for performance on a classified contract.

2-7 | NFORVATI ON ASSURANCE MANACER (I AM

Per reference (h), the commandi ng officer shall designate, in
witing, an I AM and Information Assurance Oficer(s) (1AOQ, as
appropriate. The IAMwas previously called the “Information
Systens Security Manager (1SSM,” and the | AO was previously
called the “Informati on Systens Security Oficer (1SSO.” The

| AM serves as the point of contact for all command infornmation
assurance (1A matters and inplenents the command' s | A program

| ACs are designated for each information system and network in

t he conmand, and are responsible for inplenenting and maintai ning
the command' s information technol ogy systenms and network security
requirenments.

2-8 SPECI AL SECURI TY OFFI CER ( SSO)

1. Per reference (i), the commandi ng officer shall designate, in
witing, a command SSO and Subordi nate Special Security Oficer
(SSSO, as needed, for any conmand that is accredited for and
authorized to receive, store, and process SCI. The SSOis
responsi ble for the operation (e.g., security, control, use,
etc.) of all comand Sensitive Conpartnented |Information
Facilities (SCIFs). Al SCI matters shall be referred to the
SSO. The SSO nay be designated as security manager if the grade
requi renents for security manager are net; however, the security
manager cannot function as an SSO unl ess desi gnated by the
Director, Ofice of Naval Intelligence (ONI) or Commander, Naval
Net wor k Warfare Command ( COMNAVNETWARCOM) Security Directorate.

2. The SSO and the SSSO shall be appointed in witing and each
nmust be a U.S. citizen and either a comm ssioned officer or a
civilian enployee GS-9 or above, and nust neet the standards of
reference (j).

2-9 SECURITY OFFI CER

Per reference (k), the commandi ng officer shall designate, in
witing, a command security officer. This official may serve
concurrently as security nmanager
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2-10 SECURI TY SERVI Cl NG AGREEMENTS ( SSAs)

1. Specified security functions may be perforned for other
commands via SSAs, or Menoranda of Understanding (MOU) or

Menor anda of Agreenent (MOA). Such agreenments nmay be appropriate
in situations where security, econony, and efficiency are

consi derations, including:

a. A command provides security services for another conmmand,
or the command provides services for a tenant activity;

b. A command is |ocated on the prem ses of another
governnent entity and the host command negoti ates an agreenent
for the host to performsecurity functions;

c. Asenior in the chain of command perfornms or del egates
certain security functions for one or nore subordi nate commands;

d. A command with a particular capability for performng a
security function agrees to performthe function for another;

e. A command is established expressly to provide centralized
service (e.g., Personnel Support Activity or Human Resources
Ofice); or

f. Ether a cleared contractor or a long-termvisitor group
is physically | ocated at a DON command.

2. The SSA shall be specific and shall clearly define the
security responsibilities of each participant. The agreenent
shal | include requirenents for advising commandi ng officers of
any matter that may directly affect the security integrity of the
conmmand.

2-11 I NSPECTI ONS, ASSI ST VISITS, AND PROGRAM REVI EWS

1. Commanding officers are responsible for evaluating and
docunenting the security posture of the command and subordi nate
commands. These sel f-inspections may be conducted using the
format suggested in exhibit 2C, or they may focus on one
functional area or discipline.

2. It is not necessary to conduct separate inspections for
security, unless otherw se required. They nmay be conducted
during ot her schedul ed inspections and results identified as such
(see exhibit 20).

2-8
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3. Refer to appendix D of reference (b) for the Personnel
Security Program (PSP) inspection checklist.

2-12 FORMS

Appendi x B lists the forns used in the ISP along with purchasing
i nformati on.

2-13 REPORT CONTROL SYMBOLS

Appendix C lists the report control synbols required by this
policy manual .
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EXH BIT 2A
GUI DELI NES FOR COVMAND SECURI TY | NSTRUCTI ON

1. The security manager shall assess the vulnerability of the
command classified information to | oss or conprom se. This

i ncludes obtaining information on the |ocal threat, volunme and
scope of classified information, m ssion of the comrand,

count ermeasures avail able and the cost, and the effectiveness of
alternative courses of action. Results of this assessnent shal
be used to devel op a command security instruction, which wll
enmul ate the organi zation of this policy manual and identify any
uni que conmand requirenents. The command security instruction
shal |l supplenent this policy manual and other directives from
authorities in the command adm nistrative and operational chain,
and shoul d be signed by the Commandi ng O ficer.

2. The command security instruction shall:

a. Describe the purpose, applicability, and relationship to
other directives, particularly this policy manual.

b. Identify the chain of conmand.

c. Describe the security organization and identify
positions.

d. GCite and append Security Service Agreenments (SSAs), if
appl i cabl e.

~e. Describe procedures for internal and subordinate security
reviews and inspections.

f. Specify internal procedures for reporting and
i nvestigating | oss, conprom se, and other security discrepancies.

g. Establish procedures to report counterintelligence
matters to the nearest NCI'S office.

h. Establish an ISP security education program Assign
responsibilities for briefings and debri efings.

i. State whether the commandi ng officer and any ot her

command of ficials have been del egated original classification
aut hority.

2A-1
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j. Establish procedures for the review of classified
information prepared in the conmand to ensure correct
classification and marking. Identify the sources of security
cl assification guidance comonly used, and where they are
| ocat ed.

k. Establish an industrial security programand identify key
personnel, such as the COR if applicable.

|. Specify conmand responsibilities and controls on any
speci al types of classified and controlled unclassified
i nformation.

m Establish reproduction controls to include conpliance
with reproduction limtations and any special controls placed on
information by originators.

n. ldentify requirenents for the safeguarding of classified
information to include how classified information shall be
protected during working hours; stored when not in use; escorted
or handcarried in and out of the command; and protected while in
a travel status. Oher elenents of command security which may be
i ncluded are key and | ock control; safe and door conbination
changes; location of records of security container conbinations;
procedures for energency access to | ocked security containers;
protecting tel ephone conversations; conducting classified
nmeeti ngs; safeguarding of U. S. classified information |located in
foreign countries; identifying Informati on Technol ogy systens
processing classified information; and describing any authorized
residential storage arrangenents.

0. Establish command destruction procedures. ldentify
destruction facilities or equipnment available. Attach a command
energency destruction plan, as a supplenent, when required.

p. Establish command visitor control procedures to
accommodate visits to the command invol ving access to, or
di scl osure of, classified information. Ildentify procedures to
i nclude verification of personnel security clearances and
need-t o- know.

3. Refer to SECNAVI NST 5510. 30B for gui dance concerning
personnel security investigations, adjudications, and cl earances.

2A-2
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EXH BIT 2B
EMERGENCY PLAN AND EMERGENCY DESTRUCTI ON SUPPLEMENT
PART ONE: EMERGENCY PLAN

1. Commanding officers shall devel op an energency plan for the
protection of classified information in case of a natural

di saster or civil disturbance. This plan may be prepared in
conjunction wth the command' s di saster preparedness plan.

2. Emergency plans provide for the protection of classified
information in a way that will mnimze the risk of persona
injury or loss of life. For instance, plans should call for

i medi at e personnel evacuation in the case of a fire, and not
require that all classified information be properly stored prior
to evacuation. A perinmeter guard or controlling access to the
area will provide sufficient protection w thout endangering

per sonnel .

3. I n devel oping an energency plan, assess the command's ri sk
posture. Consider the size and conposition of the command; the
anmount of classified information held; situations which could
result in the loss or conprom se of classified information; the
exi sting physical security neasures; the |ocation of the comuand
and degree of control the commandi ng officer exercises over
security (e.g., a ship versus a |eased private building); and

| ocal conditions which could erupt into enmergency situations.

4. Once a command's risk posture has been assessed, it can be
used to devel op an energency plan which can take advantage of a
command's security strengths and better conpensate for security
weaknesses. At a mninmum the energency plan shall designate
persons authorized to decide that an energency situation exists
and to inplenent emergency plans; determ ne the nost effective
use of security personnel and equi pnment; coordinate with | ocal
civilian | aw enforcenment agencies and other nearby mlitary
commands for support; consider transferring classified
information to nore secure storage areas in the command;
designate alternative safe storage areas outside the comand;
identify evacuation routes and destinations; arrange for
packagi ng supplies and novi ng equi pnent; educate conmand
personnel in energency procedures; give security personnel and
augnmenting forces additional instruction on the enmergency plan;
establ i sh procedures for pronpt notification of appropriate
authorities in the chain of command; and establish the

requi renent to assess the integrity of the classified information
after the enmergency (even though a docunent-by-docunent inventory
may not be possible under current accountability guidelines).
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PART TWO. EMERGENCY DESTRUCTI ON SUPPLEMENT

1. Commands | ocated outside the U.S. and its territories and
units that are deployable, require an enmergency destruction

suppl enent for their enmergency plans (EKMS-1 provi des additional
energency destruction policy and gui dance for commands that
handl e COVBEC i nformation). Conduct emergency destruction drills
as necessary to ensure that personnel are famliar with the plan
and associ ated equi pment. Any instances of energency destruction
of classified information shall be reported to the CNO (NO9N2).

2. The priorities for enmergency destruction are: Priority One--
Top Secret information, Priority Two--Secret information, and
Priority Three--Confidential information.

3. For effective enmergency destruction planning, limt the
anmount of classified information held at the conmand and if
possi bl e store less frequently used classified information at a
nore secure conmand. Consideration shall be given to the
transfer of the information to Informati on Technol ogy nedi a,
which will reduce the vol une needed to be transferred or
destroyed. Shoul d emergency destruction be required, any
reasonabl e nmeans of ensuring that classified information cannot
be reconstructed is authorized.

4. An energency destruction supplenment shall be practical and
consi der the volune, level, and sensitivity of the classified
information held at the command; the degree of defense the
command and readily avail abl e supporting forces can provide; and
proximty to hostile or potentially hostile countries and
environments. More specifically, the enmergency destruction
suppl enent shall delineate the procedures, nethods (e.g.,
docunent shredders or wei ghted bags), and | ocation of
destruction; indicate the |location of classified informtion and
priorities for destruction; identify personnel responsible for
initiating and conducting destruction; authorize the individuals
supervi sing the destruction to deviate fromestablished plans if
war r ant ed; and enphasi ze the inportance of begi nning destruction
intime to preclude |oss or conprom se of classified information.

5. Naval surface nonconbatant vessels operating in hostile areas

wi t hout escort shall have appropriate equi pnrent on board prepared
for use.
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EXH BIT 2C

SECURI TY | NSPECTI ON CHECKLI ST

| NTRODUCTI ON TO THE | SP

Does the command hold the current edition of
SECNAVI NST 5510. 36A? (1-1)

Is the command in possession of the follow ng
classified information references: (1-1)

COVBEC, EKMs-1?

DoD SCI Security Manual /rel evant DCl Ds?
SAPs, OPNAVI NST S5460. 3C?

SI OP and SI OP-ESI, OPNAVI NST S5511. 35K?
NNPI , NAVSEAI NST 5511. 32C?

RD/ FRD, DoD Directive 5210. 27

CNVWDI, DoD Directive 5210.2?

Classified informati on rel eased to

i ndustry, DoD 5220.22-R?

SQ@TmPoooTw

Are wai vers and exceptions submtted to the
CNO (NO9N2) for all conditions that prevent
conpliance with SECNAVI NST 5510. 36A? (1-5)

COVWAND SECURI TY MANAGEMENT
Has the commandi ng officer: (2-1)

a | ssued a command security instruction?

b. Approved an energency plan for the
protection and destruction of classified
i nformation?

c. Established an Industrial Security
Pr ogr anf?

d. Ensured that the security nmanager and
ot her personnel have received security
education and training?

e. Ensured that personnel are evaluated on
t he handl i ng, creation or managenent of
classified informati on on perfornmance
eval uati ons?
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To implenent the ISP, has the commandi ng
of ficer designated in witing a conmand:

Security manager? (2-2)

TSCO? (2-3)

TSCA? (2-3)

Assi stant security manager? (2-4)
Security assistant(s)? (2-4)

EKVMS manager and al ternate? (2-5)

NWP cust odi an? (2-5)

NATO control officer and alternate? (2-5)
One or nore CORs? (2-6)

TPemrranoe

s the command security nmanager named and
identified to command personnel on command
organi zati onal charts, tel ephone listings,
rosters, or other nedia? (2-2)

Has the conmmand security manager: (2-2)

a. Developed a command security instruction?

b. Fornul ated, coordinated, and conducted
a conmand security education progranf

c. Kept command personnel abreast of al
changes in security policies and
procedures?

d. Reported and investigated all security
threats and conprom ses?

e. Promptly referred all incidents, under
their jurisdiction, to the NC S?

f. Coordinated the preparation of the
command SCGs?

g. Mintained |liaison with the PAO on
proposed public rel eases?

h. Devel oped security procedures for visitors
who require access to classified
i nformation?

i. Inplenented regul ati ons concerning the
di scl osure of classified information to
foreign national s?

Does the TSCO manage and control all conmmand
TS information, less SC ? (2-3)
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Are security functions perfornmed by another
command covered by a witten SSA? (2-10)

Have qualified security inspectors conducted
command i nspections, assist visits, and
programreviews to exam ne the command's
overall security posture (to include

subordi nate commuands) ? (2-11)

SECURI TY EDUCATI ON

Does the command have an effective information
security education progranf? (3-1)

|s additional ISP training provided to: (3-3)

a. Approved OCAs and their officially
“Acting” alternates?

b. Derivative classifiers, security managers,

and ot her security personnel ?

Cl assified couriers?

Decl assification authorities?

oo

CLASSI FI CATI ON MANAGEMENT

s information classified only to protect
t he national security? (4-1)

Do procedures prohibit the use of terns such
as "For Oficial Use Only" or "Secret
Sensitive" for the identification of
classified information? (4-2)

Have the conmand OCAs been trained in their
duties and responsibilities? (4-6)

Has witten confirmation of OCA training

(i.e., indoctrination letter) been
submtted to the CNO (NO9N2) ? (4-6)

s information that has been released to the
public wi thout proper authority classified

or reclassified only when the information can
be reasonably recovered, nost i ndividual

2C-3



YES

N A

10.

SECNAV M-5510.36
June 2006

hol ders are known, and is it withdrawn from
public access? (4-11)

Is the classification |evel of any
information, believed to be inproperly
classified, challenged? (4-12)

Do NATO and FA retain the original
classification |level and assigned a
U S. classification equivalent, if
necessary? (4-17, 6-16)

Are procedures established for initial
response to comrand nmandatory decl assification
reviews wthin 45 working days? (4-22)

Are reasonabl e steps taken to declassify
informati on determ ned to be of permanent
hi storical value prior to its accession

i nto NARA? (4-24)

Have cogni zant OCAs notified hol ders of
unschedul ed cl assification changes invol vi ng
their information? (4-25)

SECURI TY CLASSI FI CATI ON GUI DES

Is a SCG issued for each classified system
program plan, or project before the initial
funding or inplementation of the system
program plan, or project? (5-1)

| s each SCG approved personally and in
witing by an OCA who has program or
supervi sory responsibility over the
information? (5-2)

Are command SCGs formatted per OPNAVI NST
5513. 1F? (5-2)

Are command-origi nated SCGs reviewed, by the
cogni zant OCA, at |east every 5 years? (5-4)
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Are all changes pronptly submitted to
RANKI N Program Manager (CNO (NO9N2)) ?
MARKI NG

Are classified docunents and their portions
properly marked to include all applicable
basi ¢ and associ ated markings? (6-1, 6-7)

Are originally classified docunments marked
with a "Classified by" and "Reason" |ine?
(6-8)

Are derivatively classified docunents marked
with a "Derived from |ine? (6-9)

Is "Multiple Sources" annotated on the
"Derived from line of classified

docunents derived fromnore than one source?
(6-9)

s a source listing attached to the file copy
of all docunments classified by "Multiple
Sources?" (6-9)

Are downgradi ng and decl assification
instructions included on all classified
docunents, |ess exception docunents? (6-10)

Are applicabl e warning notices placed on
the face of classified docunents? (6-11)

Are classified intelligence docunents/portions
marked with the appropriate intelligence
control marking(s)? (6-12)

Are the portions of docunents containing NATO
and F@ marked to indicate their country of
origin? (6-16)

|s the face of NATO and foreign governnent

RESTRI CTED docunents and FG@ marked with the
appropriate notice? (6-16)
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| s the assignnent and use of nicknanes,
exercise ternms, and code words per OPNAVI NST
5511. 37C? (6-18)

| s an explanatory statenent included on the
face of docunents classified by conpilation?
(6-19)

Do docunents, marked classified for
training and test purposes, include a
statenment indicating that the docunents are
actual ly uncl assified? (6-21)

When renoved or used separately, are conponent
parts of classified docunents marked as
separ ate docunents? (6-22)

Are letters of transmttal marked to show the
hi ghest overall classification |evel of any

i nformati on being attached or encl osed?
(6-25)

Are electronically transmtted nessages
properly marked? (6-26)

Are classified files or folders marked or have
t he appropriate SFs been attached to indicate
t he hi ghest overall classification |evel of
the information contained therein? (6-27)

Are all classified materials such as IT
medi a, maps, charts, graphs, photographs,
briefing slides, recordings, and videotapes
appropriately marked? (6-28 through 6-35)

Are classified emails sent over secure |IT
systens marked as required? (6-35)

SAFEGUARDI NG

Does the command ensure that all DON enpl oyees
(mlitary and civilian) who resign, retire,
separate, or released fromactive duty,

return all classified information in their
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possession? (7-1)

2. Is TS information including copies,
originated or received by the conmand,
conti nuously accounted for, individually
serialized, and entered into the command's TS
i nventory? (7-3)

3. Are command TS docunents and nmateri al
physically sighted at |east annually? (7-3)

4. Does the command have control neasures in
pl ace for the recei pt and di spatch of Secret
information? (7-4)

5. Are control neasures in place to protect
unaut hori zed access to command TS, Secret,
Confidential information? (7-3, 7-4, 7-5)

6. Are working papers: (7-6)

a. Dated when created?

b. Marked "Wrking Paper” on the first page?
c. Marked with the highest overal
classification, center top and bottom of
each applicabl e page?

Destroyed when no | onger needed?
Controll ed and marked after 180 days

or when they are rel eased outside the
command?

® o

7. Are appropriate control neasures taken for
ot her special types of classified informtion?
(7-8)

8. Are SFs 703, 704, and 705 pl aced on al
classified informati on when renoved from
secure storage? (7-10)

a. Are SFs 706, 707, 708, and 712 being
utilized on classified I T system nedi a,
when feasi bl e?

b. Wen SF nedia | abels are not feasible
due to the size of the nedia or
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interference with nedia operation, are
ot her nethods for identifying the
classification of the nedia used?

c. Are classified typewiter ribbons, carbon
sheets, plates, stencils, drafts, and
notes controll ed, handl ed, and stored per
their classification |evel?

Has the command established procedures for end
of day security checks, to include the use of
SFs 701 and 7027 (7-11)

Are classified vaults, secure roons, and
contai ners made an integral part of the
end of day security check? (7-11)

Are procedures in place to ensure that
visitors have access only to information for
whi ch they have a need-to-know and the
appropriate clearance eligibility? (7-12)

Are procedures in place for classified
nmeetings held at the command or hosted at
cleared facilities? (7-13)

Is classified information reproduced only to
the extent that it is mssion essential?
(7-15)

DI SSEM NATI ON

Are procedures established to ensure the
proper dissem nation of classified

i nformati on outside DoD and to foreign
governnents? (8-1)

Are special types of classified and controlled
uncl assified information di ssem nated per
t heir governing instructions? (8-4)

Is information di ssem nated to Congress per

SECNAVI NST 5730. 5G and OPNAVI NST 5510. 158A?
(8-6)
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Do all newy generated classified and

uncl assified techni cal docunents include a
distribution statenent listed in exhibit 8A
of SECNAVI NST 5510. 36A? (8-7)

I s unclassified technical data which reveal s
critical technology with military or space
application and requires an approval,

aut hori zation, or license for its |aw ul
export withheld from public disclosure per
OPNAVI NST 5510. 1617 (8-7)

s command information intended for public
rel ease, including information rel eased
through IT systens (i.e., Internet,
conput er servers), submtted for
prepublication review? (8-8)

TRANSM SSI ON AND TRANSPORTATI ON

Is classified information transmtted and
transported only per specific requirenments?
(9-2, 9-3, 9-4)

Are special types of classified information
transmtted and transported per their
governing instructions? (9-5)

Are conmand personnel advised not to discuss
classified informati on over unsecured
circuits? (9-6)

Are conmand procedures established for
preparing classified bul ky shipnments as
freight? (9-7)

Is classified information transported or
transmtted outside the command receipted for?
(9-10)

Does the conmand aut horize the handcarry or
escort of classified information, via
commercial aircraft, only if other nmeans are
not available, and there is an operational
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need or contractual requirenment? (9-11)

Are designated couriers briefed on their
courier responsibilities and requirenents?
(9-11)

Are procedures established for the control
and issuance of the DD 25017 (9-12)

STORAGE AND DESTRUCTI ON

Are any conmand weaknesses, deficiencies, or
vul nerabilities in any equi pnent used to

saf eguard classified information reported
to the CNO (N3AT)? (10-1)

a. Does the command ensure that weapons,
noney, jewelry or narcotics are not
stored in security containers used to
store classified information?

b. Does the command ensure that external
mar ki ngs on conmand security containers
do not reveal the level of information
stored therein?

Does command security equi pnment neet the
m ni num st andards of GSA? (10-2)

Does the command neet the requirenents for
t he storage of classified bul ky
i nformation? (10-3)

Does the command mail room have a GSA- approved
security container to store USPS first class,
certified, registered nmail and commerci al
express deliveries overnight?

(10-3)

Are command vaults and secure roons, not
under visual control at all tinmes during duty
hours, equipped with electric, nmechanical, or
el ectro-nechani cal access control devices?
(10-7)
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Are specialized security containers securely
fastened to the structure, rendering them
non- portabl e? (10-8)

Has the command di sposed all containers
manuf act ured by Rem ngton Rand and

di squal i fi ed containers manufactured by
Art Metal ? (10-9)

Is classified information renoved from

desi gnated work areas for work at honme done so
only with prior approval of appropriate

of ficial s? (10-10)

Are command cont ai ner conbi nati ons changed:
(10-12)

a. By individuals who possess the appropriate
cl earance | evel ?

b. Wienever the container is first put into
use?

c. \Wenever an individual know ng the
conmbi nati on no | onger requires access to
t he contai ner (unless other sufficient
controls exist to prevent access)?

d. \Whenever a contai ner has been subjected
to conprom se?

e. \Wenever the container is taken out of
service?

Are conmand cont ai ner conbi nati ons mar ked
and accounted for per the classification |evel
of the information stored therein? (10-12)

Is there an SF 700 affi xed i nsi de each
command security container? (10-12)

Does the SF 700 include the nanmes, hone
addr esses, and phone nunbers of the

persons to be contacted if the container is
found opened and unattended? (10-12)
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| s the conbination placed in the SF 700, and
is it properly secured in an appropriate
security container? (10-12)

Has the command established procedures for
command key and padl ock accountability and
control ? (10-13)

Are command | ocks repaired only by authorized
personnel who have been subject to a
trustworthi ness determnation or who are
continuously escorted? (10-15)

Are command security containers, previously
pl aced out of service, marked as such on the
outside and the "Test Certification Label"
renoved on the inside? (10-15)

Are conmand security containers, with visible
repair results, marked as such with a | abel
posted inside the container stating the
details of the repairs? (10-15)

Are all comercial I1DSs used on command
security containers, vaults, nodular vaults,
and secure roons approved by the CNO (N3AT)?
(10-16)

s command cl assified information destroyed
when no | onger required? (10-17)

Do all command shredders, pulverizers, and
di sintegrators neet the m ni mum requirenents?
(10-18)

s the command replacing old shredders or
those that need repair with shredders that
nmeet the new NSA Standards? (10-18)

Has the command established effective

procedures for the destruction of classified
i nformation? (10-19)
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When filled, are command burn bags seal ed
and saf eguarded per the highest overal
classification level of their contents?
(10-19)

Is controlled unclassified information
destroyed per the governing instructions?
(10-20)

| NDUSTRI AL SECURI TY PROGRAM

Has the command established an | ndustri al
Security Progranf (11-1)

Has the command i nposed any PPPs on its
contractors via the contract? (11-1)

Has the commandi ng of fi cer established or
coordi nated oversight over classified work
carried out by cleared DoD contractor

enpl oyees in spaces controlled or occupied at
DON shore conmands? (11-4)

Does the command COR (11-5)

a. Conplete, issue, and sign all DD 254s?

b. Validate all contractor facility security
cl earances?

c. Verify contractor storage capability
prior to authorizing rel ease of
classified information?

d. Provide additional security requirenents
via the contract or DD 2547

e. Reviewall reports of industry security
violations and forward to program
manager s?

f. Coordinate DD 254 reviews and gui dance,
as needed?

g. Verify that cleared DoD contractor
enpl oyees who are used as couriers have
been briefed on their courier
responsibilities? (11-12)
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Have all FADs been issued per SECNAVI NST
5510. 30B? (11-7)

Is classified intelligence information

di scl osed only to those contractors cleared
under the NI SP and as authorized on the DD
2547 (11-13)

LOSS OR COVPROM SE OF CLASSI FI ED | NFORVATI ON

I s the command security nmanager responsible
for overseeing the response to all |osses or
conprom ses of classified information,

i ncluding those that occurred on IT systens?
(12-2)

Since the |l ast inspection, has the comand
had any incidents involving a | oss or
conprom se of classified information?
(12-1)

| f a possible |oss or conprom se occurred,
was a Pl conducted and docunented? (12-4)

If a significant command weakness is
identified, if disciplinary action is
contenpl ated, or a confirned or probable |oss
or conprom se occurred, was a JAGVAN

i nvestigation conducted? (12-7 and 12-9)

Were all appropriate parties, to include the
originator of the information, the OCA, other
DCOD or federal agencies, notified of the
conprom se as part of the Pl and JAGVAN?

(12-4 and 12-13)

When a | oss or conprom se of classified

i nformati on or equi pnent has occurred, is
appropriate investigative and renedi al
action(s) taken to ensure further |oss or
conprom se does not recur? (12-14)
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| s appropriate and pronpt corrective action
t aken whenever a knowi ng, wllful, or
negl i gent conprom se or repeated

adm ni strative disregard of security
regul ati ons occurs? (12-14)

Are procedures established for review of
i nvestigations by seniors? (12-14)

Are security reviews conducted on information
subj ected to | oss or conprom se? (12-15)

Are procedures established for
classification reviews by originators or
OCAs? (12-16)

|s receipt of inproperly transmtted
information reported to the sender? (12-19)
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CHAPTER 3
SECURI TY EDUCATI ON
3-1 BASIC PQOLI CY

Commandi ng of ficers shall ensure that personnel in their commands
receive the security education necessary to ensure proper
execution of their security responsibilities.

3-2 RESPONSI BI LI TY

The CNO (NO9N) is responsible for policy guidance, education
requi renents and support for the DON security education program
(see chapter 4 of reference (a) for detail ed gui dance concerni ng
t he execution of the DON s security education program

3-3 ADDI TI ONAL | NFORVATI ON SECURI TY EDUCATI ON

1. In addition to the security education requirenments of
reference (a), specialized training is required for the
fol | ow ng:

a. Oiginal Cassification Authorities (OCAs) and officials
acting in their absence, on an annual basis (see chapter 4,
par agr aph 4-6);

b. Derivative classifiers (see chapter 4, paragraph 4-9),
security managers, security specialists or any other personnel
whose duties significantly involve the nanagenent and oversi ght
of classified information;

c. Cassified couriers (see chapter 9, paragraph 9-11.5);

d. Declassification authorities (see chapter 4, paragraph
4-19).

REFERENCE

(a) SECNAVI NST 5510.30 (Series), DON Personnel Security Program
I nstruction
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CHAPTER 4
CLASSI FI CATI ON MANAGEMENT
4-1 BASI C PQLI CY

1. Reference (a) is the only basis for classifying national
security information, except as provided by reference (b). It is
DON policy to make available to the public as nuch information
concerning its activities as possible, consistent with the need
to protect national security. Therefore, information shall be
classified only to protect the national security.

2. Information classified by DON Original Cassification

Aut horities (OCAs) shall be codified in security classification
guides, and it shall be declassified as soon as it no | onger
neets the standards for classification in the interest of the
national security. Exhibit 4A lists current DON OCAs, and
updates to this list can be found at www. navysecurity.navy. ml.

4-2 CLASSI FI CATI ON LEVELS

1. Information that requires protection against unauthorized
di sclosure in the interest of national security shall be
classified as Top Secret, Secret, or Confidential. Except as

ot herwi se provided by statute, no other terns shall be used to
identify US. classified national security information. Terns
such as "For Oficial Use Only" (FOUO or "Secret Sensitive" (SS)
shall not be used for the identification of U S. classified

nati onal security information

2. Top Secret is the classification level applied to information
whose unaut hori zed di scl osure coul d reasonably be expected to
cause exceptionally grave damage to the national security.

3. Secret is the classification level applied to information
whose unaut hori zed di scl osure coul d reasonably be expected to
cause serious danage to the national security.

4. Confidential is the classification |evel applied to
i nformati on whose unaut hori zed di scl osure coul d reasonably be
expected to cause damage to the national security.
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4-3 ORI G NAL CLASSI FI CATI ON

Oiginal classification is the initial decision that an item of
information could be expected to cause damage to the national
security if subjected to unauthorized disclosure. This decision
shall be made only by persons (i.e., OCAs) who have been
specifically delegated the authority to do so, have received
training in the exercise of this authority, and have program
responsibility or cogni zance over the infornmation.

4-4 ORI G NAL CLASSI FI CATI ON AUTHORI TY

1. The authority to originally classify information as Top
Secret, Secret, or Confidential rests wth the SECNAV and
officials delegated the authority. The SECNAV personally
designates certain officials to be Top Secret OCAs. The
authority to originally classify information as Secret or
Confidential is inherent in Top Secret original classification
authority. The SECNAV aut horizes the CNO (NO9N) to designate
certain officials as Secret OCAs. The authority to originally
classify information as Confidential is inherent in Secret
original classification authority. OCAs codify original
classification decisions in Security Cassification Guides (see
chapter 5).

2. OCAs are designated by virtue of their position. Oiginal
classification authority is not transferable. |In instances where
the OCA is absent for extended periods of tinme and an energent
need requires that the authority be exercised prior to the OCA s
return, it may be judiciously exercised by an individual
officially designated to act in the OCA's absence.

3. Indoctrination training in paragraph 4-6 nust be acconplished
prior to exercising the authority. Both the OCA and any

i ndividual officially acting in his OCA capacity as described in
par agraph 4-4.2 nust receive this training. OCA' s and acting
OCAs must have annual refresher training on OCA duties and
responsi bilities.

4. Only the incunbents of the positions listed in exhibit 4A

have original classification authority. Periodic updates to
exhibit 4A can be found at ww. navysecurity.navy. ml.
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4-5 REQUESTS FOR ORI G NAL CLASSI FI CATI ON AUTHORI TY

1. Requests for Top Secret original classification authority
shal |l be submtted, in witing, to the Secretary of the Navy via
CNO (NO9N2). Requests for Secret or Confidential original
classification authority shall be submtted, in witing, directly
to the CNO (NO9N). Each request shall identify the prospective
OCA' s position and/or title, organization, and justification for
original classification authority. Requests for original
classification authority shall be granted only when:

a. Oiginal classification is required during the norm
course of operations in the comrand,

b. Sufficient expertise and information is available to the
prospective OCA to permt effective classification decision
maki ng;

c. The need for original classification cannot be elim nated
by i ssuance of classification guidance by existing OCAs; and

d. Referral of decisions to existing OCAs at higher |evels
in the chain of conmmand or supervision is not practical.

4-6 OCA TRAI NI NG

Al'l OCAs, and the individual officially designated to act in

t heir absence, shall be trained in the fundanentals of security
classification, the limtations of their classification
authority, and their OCA duties and responsibilities. This
training is a prerequisite for an OCA to exercise this authority.
Training shall consist of a review of the pertinent EQ
statutes, and DON regul ati ons which can be found on the CNO

(NO9N2) website at www. navysecurity.navy.ml. OCAs and an
i ndi vi dual designated to act in their absence shall provide
witten confirmation (i.e., indoctrination letter) to the CNO

(NO9N2) that this training has been acconplished. OCAs and an
i ndi vi dual designated to act in their absence nust al so have
annual refresher training on these responsibilities. For
continuity, this refresher training may be given in conjunction
wi th other command annual security training requirenents
described in reference (c).
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4-7 ORI G NAL CLASSI FI CATI ON CRI TERI' A, PRI NCI PLES, AND
CONSI DERATI ONS

A determination to originally classify shall be nade by an OCA
only when the unauthorized disclosure of the information could
reasonably be expected to cause damage to the national security.
Ref erence (d) contains the specific criteria, principles, and
considerations for original classification. DON OCAs shal
codify original classification decisions in security
classification guides (see chapter 5).

4-8 DURATI ON OF ORI G NAL CLASSI FI CATI ON

1. At the tinme of original classification, the OCA shall attenpt
to establish a specific date or event for declassification based
upon reference (a) criteria. The date or event shall not exceed
25 years fromthe date of the original classification

2. OCAs may specify duration of classification beyond 25 years
only when originally classifying information that could be
expected to reveal the identity of a confidential human source or
human intelligence source. Only OCAs with jurisdiction over such
information may originally classify information using the *25X1-
human” exenpti on.

3. If information has been assigned a date or event for

decl assification that is |ess than 25 years, but the cogni zant
OCA | ater has reason to believe |longer protection is required
(i.e., programchanges), the OCA may extend duration of
classification up to 25 years. OCAs shall consider their ability
and responsibility to notify all holders of this classification
extension, before extending classification.

4-9 DERI VATI VE CLASSI FI CATI ON

1. Wiile original classification is the initial determ nation
that information requires, in the interest of national security,
protection agai nst unauthorized discl osure, derivative
classification is the incorporating, paraphrasing, restating, or
generating, in new form information that is already classified,
and the marking of newy devel oped information consistent with
the classification markings that apply to the classified source.
This includes the classification of information based on

cl assification guidance or source docunents.
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2. A derivative classifier shall:

a. (bserve and respect the original classification
determ nati ons made by OCAs (and as codified in classified source
docunents and security classification guides);

b. Use caution when paraphrasing or restating information
extracted froma classified source docunent(s) to determ ne
whet her the classification may have been changed in the process;
and

c. Carry forward to any newly created information the
pertinent classification markings.

4-10 ACCOUNTABI LI TY OF CLASSI FI ERS

Oiginal and derivative classifiers are accountable for the
accuracy of their classification decisions and for applying
proper classification markings. Oficials wth signature
authority are also responsible for these decisions when

exerci sing command signature authority. Security Managers may
provi de advi ce and assistance to classifiers in assigning
classification for original and derivative classification
deci si ons.

4-11 LI M TATI ONS ON CLASSI FYI NG OR RECLASSI FYI NG
1. Classifiers shall not:

_ a. Use classifipapion to conceal violations of |aw,
inefficiency, or admnistrative error;

b. dassify information to prevent enbarrassment to a
person, organization, or agency;

c. Cassify information to restrain conpetition;

d. Cdassify information to prevent or delay the rel ease of
information that does not require protection in the interest of
nati onal security;

e. (Cassify basic scientific research information not
clearly related to the national security;

f. Cassify a product of non-Governnental research and

devel opment that does not incorporate or reveal classified
information to which the producer or devel oper was given prior
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access, unless the U S. CGovernnment acquires a proprietary
interest in the product. This prohibition does not affect the
provi sions of reference (e) (see paragraph 4-15); or

g. Cassify, or use as a basis for classification,
references to classified docunents, when the reference citation
does not itself disclose classified information.

2. (Cassified information that has been released to the public
Wi t hout proper authority may remain classified if the cognizant
OCA makes such a determ nation. The OCA shall notify authorized
hol ders, and apply the follow ng marking instructions in the
event the information is not already marked:

a. Overall level of classification;
b. New portion markings;

c. ldentity, by nanme or personal identifier and position, of
t he OCA,

d. Decl assification instructions;
e. Concise reason for classification; and
f. Date the acti on was taken.

3. Information that has been declassified and rel eased to the
publ i c under proper authority (i.e., publicly released in
accordance with reference (f)) may be reclassified only under the
circunstances described in this section. Only the Secretary of
the Navy or the Under Secretary of the Navy may reclassify the
information, and this reclassification nust include a witten
determ nation that reclassification is necessary in the interest
of national security.

a. A cognizant OCA may request reclassification of the

i nformation, but nmust deemthat the information can be reasonably
recovered and that nost individual recipients or holders are
known and all fornms of the information to be reclassified can be
retrieved. Consideration should be given to the extent of
di ssem nation and the practicality of retrieving the information.

For exanple, it may not be practical to reclassify information
officially released via the world wide web. [If the information
has been nade available to the public through such neans as
Government archives or reading roons, it shall be w thdrawn from
publ i c access.
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b. OCAs shall request reclassification, in witing, via CNO
(NO9N2), and shal | incl ude:

(1) A description of the information;
(2) The classification |evel of the information;
(3) Wien and how it was released to the public;

(4) An explanation of why it should remain classified,
and which EO 12958, as Anended, “classification reason” applies;

(5) What damage to national security could occur and what
damage may al ready have been done;

(6) The nunber of recipients/holders and how they wll be
notified of the reclassification action; and

(7) How the information wll be recovered.

c. Ceared recipients or holders of reclassified information
shall be notified within 30 days and appropriately briefed about
their continuing obligation and responsibility to protect this
i nformati on from unaut hori zed di scl osure.

d. To the extent practicable, uncleared recipients of
reclassified information shall be notified and appropriately
briefed about the reclassification of the information and the
obligation not to disclose the information. They shall also be
asked to sign an acknow edgenment of the briefing. Further, they
shal |l be asked to return the information if it is in retrievable
form

4-12 CLASSI FI CATI ON CHALLENGES

1. Authorized holders of classified informati on are encouraged
and expected to challenge the classification of information that
they, in good faith, believe to be inproperly classified.

2. \Wen reason exists to believe information is inproperly
classified, the command security manager where the information
originated, or the classifier of the information shall be
contacted to resolve the issue.

3. If aformal challenge to classification is appropriate, the
chal | enge shall be submtted, via the chain of command, to the
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OCA. The chall enge shall include a sufficient description of the
information (i.e., the classification of the information, its
classifier or responsible OCA and reason(s) the information is
believed to be inproperly classified) to permt identification of
the information. The information in question shall be

saf eguarded as required by its stated classification |level until
a final decision is reached on the challenge. The OCA shall act
upon a challenge within 30 days of receipt and notify the
chal I enger of any changes nmade as a result of the chall enge or

t he reason(s) no change is bei ng nmade.

4. If the person initiating the challenge is not satisfied with
the OCA's final determ nation, the decision may be appealed to
the CNO (NO9N) for review as the DON' s inpartial official. If,
after appeal to the CNO (NO9N), the challenger is still not
satisfied, the decision may be further appealed to the

| nt eragency Security C assification Appeals Panel (1 SCAP),

est abl i shed by Section 5.3 of reference (a).

5. These procedures do not apply to or affect the mandatory
decl assification review actions described in paragraph 4-22.

4-13 RESOLUTI ON OF CONFLI CTS BETWEEN OCAs

1. Disagreenents between two or nore DON OCAs shall be resol ved
promptly. Normally, nutual consideration of the other party's
position will provide an adequate basis for agreenent. |If
agreenent cannot be reached, the matter shall be referred to the
next senior with original classification authority. |If agreenent
cannot be reached at that level, the matter shall be referred for
decision to the CNO (NO9N) who shall arbitrate the matter

2. Action on resolution of conflicts shall not take nore than 30
days at each level of consideration. Conflicts shal
automatically be referred to the next higher echelon if not
resolved within 30 days.

3. Holders of the information in conflict shall protect the
information at the higher classification |level until the conflict
i s resol ved.

4-14 TENTATI VE CLASSI FI CATI ON
1. Individuals, not having original classification authority,
who create information they believe to be classified shall mark

the information accordingly, and:
a. Safeguard the information required for the |evel of
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classification;

b. Mark the first page and/or cover sheet of information as
tentatively classified with the intended classification |evel
preceded by the word "TENTATIVE" (e.g., "TENTATIVE SECRET"); and

c. Forward the information through the chain of command to
the next senior with original classification authority. Include
in the body of the transmttal a statenent that the information
is "tentatively” marked to protect it in transit, and include a
justification for the tentative classification.

2. The OCA shall nmke the classification determ nation within 30
days.

3. After the OCA' s determ nation, the "TENTATIVE" marking shal
be renoved and the information shall be remarked to refl ect the
OCA' s deci si on.

4-15 PATENT SECRECY | NFORVATI ON

1. Athough only official information shall be classified, there
are some circunstances in which information not nmeeting the
definition in paragraph 4-2 may warrant protection in the
interest of national security. These circunmstances may include

t hose in paragraphs 4-15 through 4-17.

2. Reference (e) provides that the SECDEF, anobng ot hers, nmay
determ ne whether granting a patent disclosure for an invention
woul d be detrinmental to national security. The SECNAV has been
del egated the authority to nake determ nations on behal f of the
SECDEF on matters under the DON cogni zance. The Chief of Naval
Research (CNR) (Code 00) is the Patent Counsel for the DON and is
responsi bl e for nmaki ng these determ nations. Wen a

determ nation is made, the Comm ssioner of Patents, at the
request of the CNR, takes specified actions concerning the
granting of a patent and protection of the information.

4-16 | NDEPENDENT RESEARCH AND DEVELOPMENT | NFORMVATI ON (| R&D)/
Bl D AND PROPCSAL ( B&P)

1. Information that is a product of contractor or individual

| R&D/ B&P efforts, conducted without prior access to classified
i nformation, and associated with the specific information in
guestion, shall not be classified unless:

a. The U S. CGovernnment first acquires a proprietary interest
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in the information; or

b. The contractor conducting the | R&D/ B&P requests that the
U S. Governnment activity place the information under the contro
of the security classification systemw thout relinquishing
ownership of the information

2. The individual or contractor conducting an | R&D/ B&P effort,
and believing that information generated w thout prior access to
classified information or current access to classified
informati on associated with the specific information in question
may require protection in the interest of national security,

shal|l safeguard the information and submt it to an appropriate
U S. Governnent activity for a classification determ nation. The
information shall be marked with a "tentative" classification
pending a classification determ nation (see paragraph 4-14).

a. The U S. CGovernnent activity receiving such a request
shal | provide security classification guidance or refer the
request to the appropriate U S. CGovernnent activity OCA. The
information shall be safeguarded until the matter has been
resol ved

b. The activity that holds the classification authority over
the information shall verify with the Defense Security Service
(DSS)/ Operations Center Col unbus (OCC) whether the individual or
contractor is cleared and has been authorized storage capability.

If not, the appropriate U S. Governnment activity shall advise
whet her cl earance action should be initiated.

c. If the contractor or its enployees refuse to be processed
for a clearance and the U S. Governnent does not acquire a
proprietary interest in the information, the information shal
not be classified.

4-17 FOREI GN GOVERNVENT | NFORMATI ON (FQ)

1. Information classified by a foreign governnent or
international organization retains its original classification
| evel or is assigned a U S. classification equivalent to that
provi ded by the originator to ensure adequate protection of the
information (see exhibit 6C). Foreign government information
retaining its original classification markings need not be

assigned a U S. classification marking if the responsibl e agency

determ nes that the foreign governnent markings are adequate to
nmeet the purposes served by U S. classification markings.
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Authority to assign the U S. classification equival ent does not
require original classification authority.

2. Foreign Governnent Uncl assified and RESTRI CTED i nformati on
provided with the expectation, expressed or inplied, that it, the
source, or both are to be held in confidence shall be afforded a
degree of protection that is at |east equivalent to that required
by the government or international organization that furnished
the informati on. Wen adequate to achi eve equi val ency, these
standards may be | ess restrictive than the safeguardi ng standards
that ordinarily apply to U.S. Confidential information, including
nodi fi ed handling and transm ssion and al |l owi ng access by

i ndi viduals with a need-to-know who have not otherw se been
cleared for access to classified informati on or executed a non-

di scl osure agreenent. |If the foreign protection requirenent is
| oner than the protection required for U S. Confidential, it
shall be marked in accordance with chapter 6, paragraph 6-16. It

may be classified at a higher level if it neets the criteria of
par agr aph 4- 2.

4-18 NAVAL NUCLEAR PROPULSI ON | NFORVMATI ON ( NNPI)

1. New projects and significant technical devel opnents or trends
related to NNPI are normally classified in order to protect the
strategic value of this technology. Cassified information
related to the tactical characteristics and capabilities of naval
nucl ear ships and propul sion plant design is typically NSI while
classified information relating primarily to the reactor plant of
a nucl ear propul sion systemis typically RD. (The foregoing is a
general principle and the specific security classification guides
shall be consulted to determ ne the exact classification |levels
for specific elenments of information).

2. Reference (g) provides detail ed guidance for classifying
NNPI .  The Conmander, Naval Sea Systens Conmand (SEA-08), as the
Program Manager for the Naval Nucl ear Reactor Program issues
bulletins anplifying or nodifying classification and security

gui dance pertaining to NNPI. These bulletins are dissem nated to
activities engaged in the Naval Nucl ear Propul sion Program and
refl ect changes, additions, or deletions to the classification
gui dance in reference (g). Ceneral classification and

saf eqguardi ng requirenments applying to NNPI nmay al so be found in
references (h) through (k).
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4-19 AUTHORI TY TO DOMNGRADE, DECLASSI FY, OR MODI FY CLASSI FI ED
| NFORMATI ON

1. The only officials authorized to downgrade, declassify, or
nodi fy an original classification determnation with a resulting
change in the classification guidance for classified DON

i nformation are:

a. The SECNAV with respect to all information over which the
DON exercises final classification authority;

b. The DON OCA who authorized the original classification
or that OCA's current successor; or

c. The next superior in the chain-of-conmand of paragraph 4-
19(1) b, above, provided that official is a DON OCA

2. The authority to downgrade, declassify, or nodify is not to
be confused with the responsibility of an authorized hol der of
the classified informati on to downgrade, declassify, or nodify it
as directed by classification guidance or the cognizant OCA

4-20 AUTOVATI C DECLASSI FI CATI ON

1. Detailed policy concerning the automati c decl assification of
DON information is contained in reference (I).

2. Reference (a) established procedures for automatic

decl assification review of classified records that are nore than
25 years old and have been determ ned to have per manent

hi storical value as defined by reference (n). Hi storically

val uabl e records are identified in reference (n) by the use of
the term “permanent” in the records series disposition
instruction. Al 25-year old historically valuable classified
records will be automatically declassified on 31 Decenber 2006,
whet her or not the records have been reviewed. Subsequently, al
classified records shall be automatically declassified on 31
Decenber of the year that is 25 years fromthe date of origina
classification, except as provided in reference (a). |If the
records have been reviewed and either exenpted or excluded in
accordance with reference (I), or have been referred to another
agency for review of that agency’s equities, automatic

decl assification will not inmrediately apply.

3. Automatic declassification review of 25-year old records
applies to the official records contained in the National
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Archives and Records Adm nistration (NARA) records systens.
Commands hol di ng non-record copies of classified records shal
refer to reference (I) for declassification or exenption
authority. |If unable to nake a determ nation, holders of 25-
yearol d classified information may refer the information to the
current cogni zant OCA for a decision, or may refer the materi al
to CNO (NO9N2) to coordinate such a deci sion.

4. Declassified docunents will not be released to the public
until a public rel ease review has been conducted in accordance
with reference (f).

4-21 SYSTEMATI C DECLASSI FI CATI ON REVI EW

1. Systematic declassification reviewis the review for

decl assification of classified information contained in records
t hat have been determ ned by the Archivist of the U S. to have
per manent historical value per chapter 33 of reference (m.

2. The CNO (NO9N) is responsible for identifying to the
Archivist of the U S. that classified DON information that is 25
years old and ol der which requires continued protection. This

i ncl udes records of permanent historical value exenpted from
automati c decl assification under Section 3.3 of reference (a).
In coordination with the DON OCAs, the CNO (NO9N) has devel oped
reference (I) to be used by the Archivist in declassifying DON

i nformation.

3. The SECDEF may establish special procedures for systematic
review for declassification of classified cryptol ogic
i nformation.

4. The Director, Central Intelligence (DCl) may establish
procedures for systematic review for decl assification of
classified information pertaining to intelligence activities
(i ncluding special activities), or intelligence sources or
nmet hods.

5. None of these provisions apply to the systematic review of
Restricted Data (RD) and Fornmerly Restricted Data (FRD)
information classified per reference (b).

6. FG shall not be declassified unless specified or agreed to
by the foreign governnent.
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4-22 NMANDATORY DECLASSI FI CATI ON REVI EW

1. Mandatory declassification reviewis the review for
decl assification of classified information in response to a
request that nmeets the requirenents of Section 3.5 of reference

(a).

2. Mandatory decl assification review does not suppl enment or
nodi fy the procedures for the handling of FO A requests as
described in reference (0). Wen a requester submts a request
bot h under mandatory review and the FO A the requester will be
required to elect one or the other process. |f the requester
fails to elect a process it will be treated as a FO A request
unl ess the requested materials are subject only to nandatory
decl assification review.

3. Al information classified under reference (a) or predecessor
orders shall be subject to a review for declassification by the
DON i f:

a. The request for a review describes the information with
sufficient specificity to enable the DONto locate it wth a
reasonabl e amount of effort;

b. The information is not exenpted from search and review
under reference (p); and

c. The information has not been reviewed within the
preceding two years. |If the information has been reviewed within
the past two years, or the information is the subject of pending
litigation, the requester will be inforned of this fact and of
the requester’s appeal rights.

4. Mandatory decl assification requests shall be processed as
fol | ows:

a. Command action on the initial request shall be conpleted
wi thin 45 working days and the requester notified accordingly. If
a declassification determ nation cannot be made within the 45
wor ki ng days, notify the requester of the additional tinme needed
to process the request.

b. Receipt of each request shall be pronptly acknow edged.

| f no determ nation has been made wi thin 45 working days of
recei pt of the request, the requester shall be infornmed of the
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additional tinme needed to process the request. A final
determ nation shall ordinarily be nmade within one year of the
date of receipt.

c. A determnation shall be nade whether, under the
decl assification provisions of reference (a), the requested
informati on may be declassified. |If the information is
decl assified, it shall be provided to the requester unless
wi thhol ding is otherwi se warranted under applicable [aw. Wen
i nformati on cannot be declassified in its entirety, a reasonable
effort shall be nade to rel ease those decl assified portions that
constitute a coherent segnent. |If the information is not
rel easable in whole or in part, the requester shall be provided a
brief statenment of the reason(s) for denial and notice of the
right to appeal to the Interagency Security C assification
Appeal s Panel (ISCAP) via the CNO (NO9N) within 45 working days.
A final determ nation on the appeal shall ordinarily be nmade
wi thin 60 working days after recei pt by the | SCAP

d. Refer requests for declassification involving information
originally classified by another agency to that agency. The
requester shall be notified of the referral, unless the request
becones classified due to the association of the information with
t he originating agency.

5. Refuse to confirmor deny the existence or nonexi stence of
requested records whenever the fact of their existence or
nonexi stence is itself classified under reference (a) or its
pr edecessors.

6. Per reference (q), fees may be charged as authorized by
reference (r) for mandatory declassification reviews. The
command can cal cul ate the antici pated amount of fees, and
ascertain the requester's wllingness to pay the allowable
charges as a precondition before taking further action on the
request .

7. If withholding of the newy declassified information is

aut hori zed under other |laws, the information shall be marked and
saf equarded accordingly (e.g., with a technical distribution
statement or FO A exenption).

8. Mandatory decl assification review should not be confused with
ot her requests for classification or declassification review.
Requests under the mandatory decl assification review provisions
of reference (a) nust specifically refer to these provisions.
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4-23 | NFORVATI ON EXEMPTED FROM MANDATORY DECLASSI FI CATI ON
REVI EW

I nformation originated by the incunbent President and Vice
President (in the performance of executive duties); the
President's Wite House staff and the Vice President’s staff (in
t he performance of executive duties); commttees, conmm ssions, or
boards appointed by the incunbent President; or other entities
within the Executive Ofice of the President that solely advise
and assi st the incunbent President is exenpted from mandatory
decl assification review The Archivist, however, has the
authority to review, downgrade, and declassify information of
former Presidents under the control of the Archivist per
reference (m.

4-24 CLASSI FI ED | NFORVATI ON TRANSFERRED TO THE DON

1. Cdassified information officially transferred to a conmand
in conjunction wth a transfer of functions, and not nerely for
st orage purposes, shall becone the possession of that conmand.
The commandi ng officer of the conmand to which the information
is officially transferred shall be considered the downgradi ng
and declassification authority over the information. [If the
commandi ng officer is not a designated downgradi ng and

decl assification authority identified in paragraph 4-19, the
next senior official in the chain of command, designated the
authority, shall review the information for possible downgradi ng
or decl assification.

2. (Cassified information that originated in a command that has
ceased to exist (and for which there is no successor conmmand)
shal |l becone the possession of the custodial command and may be
downgraded or declassified after consultation with any other
command interested in the subject matter. |If a determnation is
made that anot her conmand or outside agency may have an interest
in the continued classification of the information, the
custodi al command shall notify the command(s) or outside agency
of its intention to downgrade or declassify the information.
Notification shall be made to the custodial comand wi thin 60
days of any objections concerning the downgradi ng

or declassification of the information; however, the final
decision shall reside with the custodial commuand.
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3. OCAs shall take reasonable steps to declassify classified
information contained in records determ ned to be of permanent

hi storical value, per reference (n), before they are accessi oned
into the National Archives and Records Adm nistration (NARA).

4-25 NOTI FI CATI ON OF CLASSI FI CATI ON CHANGES

1. OCAs are responsible for notifying holders of any
classification changes involving their information. Oiginal
addressees and hol ders shall be notified of an unschedul ed

cl assification change such as classification duration, or a
change in classification |evel.

2. Notices that assign classification to unclassified
information shall be classified Confidential, unless the notice
itself contains information at a higher classification |evel.
The notice shall be marked for declassification no | ess than 90
days fromits origin. Notices are not issued for information
mar ked with specific downgradi ng and decl assification

i nstructions.

4-26 FOREI GN RELATI ONS SERI ES

The Departnent of State (DOS), editors of Foreign Relations of
the U S., have a nmandated goal of publishing 20 years after the
event. Commandi ng officers shall assist the editors by allow ng
access to appropriate classified information in their possession
and by expediting declassification review of itens selected for
possi bl e publicati on.

REFERENCES

(a) Executive Order 12958, as Anended, C assified National
Security Information, 25 Mar 03

(b) Title 42, U.S.C., Sections 2011-2284, Atom c Energy Act of
30 Aug 54, as anended, 30 Aug 54

(c) SECNAVI NST 5510.30 (Series), DON Personnel Security Program
Regul ati on

(d) OPNAVI NST 5513. 1F, DON Security C assification Cuides,
7 Dec 05

(e) Title 35, U S.C, Section 181-188, The Patent Secrecy Act
of 1952
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DoD Directive 5230.9, Cd earance of DOD Information for
Public Rel ease, 9 Apr 96

CGRN-1 (Rev. 3), DOE-DoD O assification CGuide for the Naval
Nucl ear Propul sion Program (U), Feb 96

OPNAVI NST S5513. 3B, DON Security Cassification Guide for
Surface Warfare Progranms (U), 6 Nov 84

OPNAVI NST S5513.5B, DON Security Cassification Guide for
Undersea Warfare Progranms (U), 25 Aug 93

NAVSEAI NST 5511. 32C, Saf eguardi ng of Naval Nucl ear
Propul sion Information (NNPI') (U), 26 Jul 05

NAVSEAI NST 5230. 12, Rel ease of Information to the Public,
21 Nov 03

OPNAVI NST 5513.16 (Series), Declassification of 25-Year Ad
DON | nf ormati on

Title 44, U S. C., Chapters 21, 31 and 33, Federal Records
Act

SECNAV M 5210.1, Navy Records Managenent Program Dec 05

SECNAVI NST 5720. 42F, DON Freedom of Information Act (FO A)
Program 6 Jan 99

Title 50, U S.C., Subchapter V, Section 431, Central
Intelligence Agency Information Act

NAVSO P1000, Navy Conptroller Manual, Vol [1l Procedures,
21 Apr 98

Title 31, U S.C., Section 9701 (Title 5 Independent Ofices
Appropriation Act)
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EXH BI' T 4A

DEPARTMENT OF THE NAVY
ORI G NAL CLASSI FI CATI ON AUTHORI Tl ES

AUTHCORI TI ES

Ofice of the Secretary of the Navy

June 2006

LEVEL

Secretary of the Navy

TS

Under Secretary of the Navy

TS

The General Counsel

General Counsel of the Navy

TS

Senior Security Oficial for the Departnent of the Navy

Speci al Assistant for Naval Investigative Matters and
Security (NOON)/Director, Naval Crimnal Investigative
Service

TS

O fice of the Judge Advocate General

Judge Advocate Ceneral (00)

Assi stant Secretary of the Navy

Assi stant Secretary of the Navy (Research, Devel opnent
and Acqui sition)

TS

Department of the Navy Program Executive Oficers

Program Executive O ficer for Alr ASW Assault,
Speci al M ssion Prograns (PEO A

TS

Program Executive O ficer, Strike Wapons and Unmanned
Avi ation (PEOW

TS

Program Executive O ficer, Tactical Aircraft Prograns
(PEG-T)

TS

Program Executive O ficer for Littoral and M ne
Warfare (PEOC LMN

TS

Program Executive O ficer for Integrated Warfare
Systens ( PEO | W)

TS

4A-1



SECNAV M-5510.36

June 2006

Program Executive Oficer, Command, Control,
Comuni cations, Conputers and Intelligence and Space
(PEOC- C41 & SPACE)

TS

Program Executive O ficer, Submarines (PEO SUB)

Program Executive O ficer Ships (PEO SH PS)

Program Executive O ficer for Carriers (PEO CARRI ERS)

Chi ef of Naval Research

Chi ef of Naval Research (00)

TS

Commandi ng Officer, Naval Research Laboratory (1000)

TS

Naval Air Systens Comrand

]Cormander, Naval Air Systens Conmmand (Al R-00)

|

TS

‘\ﬁ ce Commander, Naval Air Systens Conmand (Al R-09)

Deputy Conmander for Acquisition and Operations (AR
1.0)

]Assi stant Commander for Logistics (AR 3.0)

|

Assi stant Commander for Research and Engi neering
(Al R-4.0)

S
S
S
S

Commander, Naval Air Warfare Center, \Wapons
Di vi sion, China Lake, CA

TS

Executive Director for Research and Devel opnent,
Naval Air Warfare Center, Wapons Division, China
Lake, CA

Naval Sea Systens Command

Commander, Naval Sea Systens Command (00)

TS

Deputy Commander, Engi neering Directorate (05)

Commandi ng O ficer, Coastal Systens Center, Dahlgren
Di vision, Panama City, FL

Space and Naval Warfare Systens Command

Commander, Space and Naval Warfare Systens Comrand
(00)

TS
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(Chief of Naval Operations (NOO)

TS

Executive Assistant to the Chief of Naval Operations
( NOOA)

S

Executive Director, CNO Executive Panel/Navy Long-
Range Pl anner ( NOOK)

S

‘Di rector of Naval Intelligence (N2)

TS

Assistant Director of Naval Intelligence for
| nt eragency Coordi nation (N2K)

Director, Requirenments, Plans, Policy and Prograns
Di vi si on ( N20)

‘Di rector, Operational Support Division (N23)

‘Di rector, Special Projects Division (N24)

TS

Commander, O fice of Naval Intelligence, Suitland, M
(ONI - 00)

TS

Deputy Chi ef of Naval Operations (Information, Plans
and Strategy) (N3/N5)

TS

Director, Information, Plans, and Security Division
(N3I PS)

TS

‘Di rector, Strategy and Policy D vision (N5SP)

TS

‘Deputy Chi ef of Naval Operations (Logistics) (N4)

TS

Deputy Chi ef of Naval Operations Warfare Requirenents
and Prograns ( N6/ N7)

TS

Director, Space, Information Warfare, Conmand &
Control (N61)

TS

Deputy Director, Space, Information Warfare, Comand
and Control (N61B)

TS

Deputy Director for Warfare Capabilities, Head
FORCENET Requi renments (N61F)

TS

‘Deputy for Resources and Requirenments (N61R)

‘Di rector, Special Progranms (N7SP)

TS

‘Di rector, Expeditionary Warfare Division (N75)

TS

'Head, Special Warfare Branch (N751)

‘Di rector, Surface Warfare D vision (N76)

TS
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'Head, Theater Air Defense (N765) S
]Di rector, Submarine Warfare Division (N77) TS
Head, Pl atforns, Manpower, Policy & Budget Branch S
(N771)
]Head, I ntegration, Systenms & Payl oads Branch (N772) S

|
|
|
'Head, Undersea Surveillance (N772A) S
|
|
|
|

]Head, Deep Submergence Branch (N773) TS
‘Head, Submari ne Security and Technol ogy Branch (N775) S
]Director, Air Warfare Division (N78) TS
‘Head, Avi ation Pl ans/ Requi renents Branch (N780) S

Deputy Chi ef of Naval Operations (Resources, Warfare TS
Requi rements, and Assessnents) (N8)

Naval Nucl ear Propul sion Program

Director, Naval Nucl ear Propul sion Program
(NOON) / Deputy Commander, Nucl ear Propul sion TS
Directorate, Naval Sea Systens Conmand ( SEA-08)

Deputy Director, Naval Nuclear Propul sion Program
(NOONB) / Deputy Director, Nucl ear Propul sion
Directorate, Naval Sea Systens Conmand ( SEA- 08B)

]Associ ate Director for Regulatory Affairs (NOONU)

wn

‘Di rector, Nuclear Technol ogy Division (NOONR)

‘Di rector, Reactor Engineering D vision (NOOON )
]Di rector, Submarine Systens Division (NOONE)

w un n non

|
|
[Program Manager for Commissioned Submarines (NOONO) |
|
|

Mlitary Sealift Conmmand
(Cormander, Mlitary Sealift Command (NOO) | TS

Net wor k War f are Conmmand
]Oormander, Naval Network Warfare Conmand ‘ TS

Strategi c Systens Prograns
Director, Strategic Systems Programs (00) | TS
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‘U rector, Navy International Progranms O fice (00)

'S

Naval Meteorol ogy and Cceanography Comrand

‘Cbnnander, Naval Meteorol ogy Cceanography Conmand

TS

M ne Warfare Comrand

‘Cownander, M ne Warfare Command

TS

Naval War Col | ege

President, Naval War Col | ege

\Ts

U. S. Navy Fl eet Comrands

US Atlantic Fleet

/Conmander, U.S. Atlantic Fleet (NOO)

TS

‘Cbnnander, U.S. Naval Forces, Southern Command (N2)

\Ts

]D rector of Operations, U S. Atlantic Fleet (N3/N5)

'S

Commander, Naval Surface Force, U.S. Atlantic Fl eet
(NOO2A)

‘TS

]Cbnnander, Submari ne Force, U S. Atlantic Fleet

TS

\Cormander, Second Fl eet (NO02A)

\Ts

U S Pacific Fleet

‘Cbnnander, U S. Pacific Fleet (NOO)

‘TS

U.S. Naval Forces Europe

‘Cownander, U.S. Naval Forces Europe (N014)

‘Deputy Commander, U.S. Naval Forces Europe (N014)

‘Chief of Staff, U S. Naval Forces Europe (01)

Deputy Chief of Staff for Intelligence, U S. Naval
Forces Europe (N2)

Eur ope (N3)

Deputy Chief of Staff, Operations, U S. Naval Forces
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Deputy Chief of Staff, Supply/Logistics, Europe (N4) S
Deputy Chief of Staff, Plans, Policy, and S
Requi renents, Europe (N5)
Deputy Chief of Staff, Command, Control, S
Comuni cati ons and Conputers, Europe (N6)
Deputy Chief of Staff, Cryptology and Information S
Warfare, Europe (N8)
U S. Sixth Fleet
Commander, U.S. Sixth Fleet (00) TS
g:ﬁrf)*rander, Fleet Air Mediterranean/U. S. Sixth Fleet TS
U. S. Naval Forces Central Command
Commander, U.S. Naval Forces Central Comrand (00) TS
U.S. Marine Corps
Headquarters, Marine Corps
\Conmandant of the Marine Corps TS
Mlitary Secretary to the Commandant of the Marine S
Cor ps
/Assi stant Conmandant of the Marine Corps TS
Deputy Commandant for Plans, Policies and Operations, TS
Mar i ne Cor ps
\Deputy Commandant for Aviation, Marine Corps TS
Director, Conmand, Control, Conmmunications, and TS
Conmputers (C4), Marine Corps
Director, Intelligence Department (1), Marine Corps 'S
U.S. Marine Corps Systens Conmand
(Conmander, Marine Corps Systems Command, Quantico, VA | TS
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U.S. Marine Corps Fleet Comrands
U.S. Marine Corps Forces, Pacific
(Cormander, U.S. Marine Corps Forces, Pacific TS ‘
U.S. Marine Corps Expeditionary Forces
\Cormandi ng General , | Marine Expeditionary Forces S ‘
‘Comrandi ng General, |1l Marine Expeditionary Forces ‘ S ‘
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CHAPTER 5
SECURI TY CLASSI FI CATI ON GUI DES
5-1 BASIC PQOLI CY

1. Security Classification Guides (SCGs) serve both | egal and
managenent functions by recording DON original classification
determ nati ons made under reference (a) and its predecessor
orders. SCGs are the primary reference source for derivative
classifiers to identify the level and duration of classification
for specific information elenents. Each SCG and revised SCG is
considered a new original classification decision.

Adm ni strative changes where there are no changes to
classification are not considered original classification
deci si ons.

2. The DON OCAs listed in exhibit 4A are required to prepare a
SCG for each DON system plan, program or project under their
cogni zance which creates classified information. Updates to
exhi bit 4A can be found on the CNO (NO9N2) web page at

wWwmv. navysecurity.navy.ml. SCGs shall be issued as soon as
practicable prior to initial funding or inplenentation of the
rel evant system plan, program or project. In support of this

requi renent, the CNO (NO9N2) nanages a systemcalled the
Retrieval and Analysis of Navy Cassified Information (RANKIN)
Program whi ch nanages and centrally issues SCGs for the DON
OCAs.

5-2 PREPARI NG SCGs

SCGs shall be prepared, in witing, in the format described in
reference (b), and approved personally by an OCA who has both
cogni zance (i.e., program or supervisory responsibility) over the
information, and who is authorized to originally classify
information at the highest classification |evel prescribed in
their SCEs). OCAs shall ensure dissem nation of new or revised
SCGs to all derivative classifiers (including cleared
contractors) as soon as practicable after the guide is approved.

5-3 RANKI N PROGRAM

1. The primary element of the RANKIN Programis a conputerized
dat abase that provides for the standardization, centralized
managenent and i ssuance of all DON SCGs. After approval by an
OCA, SCGs are forwarded to the CNO (NO9N2), RANKIN Program
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Manager, and entered into the RANKIN data base. Additionally,
t he RANKI N Program Manager maintains historical files for all DON
SCGs.

2. Uniformy formatted SCGs are issued by the CNO (NO9N) in the
foll ow ng nmaj or subject categories:

OPNAVI NST 5513. 1: DON SCGs. (Assigns specific
responsibilities for guide
preparation and updating)

OPNAVI NST C5513. 2: Air Warfare Prograns
OPNAVI NST S5513. 3: Surface Warfare Prograns

OPNAVI NST S5513. 4: CGeneral Intelligence, Cover and
Deception, Security and Investigative
Pr ogr ans

OPNAVI NST S5513. Under sea Warfare Prograns

OPNAVI NST S5513. Communi cation and Satellite Prograns

OPNAVI NST S5513. M ne Warfare Prograns

OPNAVI NST S5513. El ectronic Warfare Prograns

© ® N o g

OPNAVI NST S5513. Nucl ear Warfare Prograns

OPNAVI NST S5513. 10: Advanced Technol ogy and M scel | aneous
Pr ogr ans

OPNAVI NST 5513. 11: G ound Conbat Systens
OPNAVI NST S5513.12: Intelligence Research Projects

OPNAVI NST 5513. 13: Non- Acousti c Anti-Submari ne Warfare
( NAASW Prograns

OPNAVI NST 5513. 15: Naval Special Warfare Prograns

OPNAVI NST 5513. 16: Decl assification of 25-Year O d DON
| nformati on

Periodic updates to this category listing can be found on the CNO
(NO9N2) web page at www. navysecurity.navy.ml .
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3.  The OPNAVI NST 5513 series contains, as enclosures, individual
SCGs for systens, plans, progranms, or projects related to the
overall subject area of the instruction. The instructions are
automatically distributed to commands consistent with their
command m ssions. OCAs renain responsible for ensuring that new
or revised guides are issued to those activities and contractors
that handle their classified informati on pending re-issuance of

t he applicable 5513 instruction.

4. The CNO (NO9N) periodically issues an index of SCGs avail abl e
within the DON. Commands shall utilize the index to identify

t hose SCGs needed to acconplish their mssion. Mst instructions
in the OPNAVI NST 5513 series are assigned National Stock Nunmbers
(NSNs) and can be ordered through the DON supply system

Requests for instructions not assigned NSNs or requests to be

pl aced on automatic distribution for changes and revisions to
SCGs shall be addressed to the CNO (NO9N2) or the cogni zant OCA

5-4 PERI ODI C REVI EW OF SCGs

Oiginal Cassification Authorities shall reviewtheir SCGs for
accuracy and conpl eteness at | east every five years and advi se
the CNO (NO9N2) of the results. Proposed changes to, and
cancel | ati ons of, existing SCGs shall be sent to the CNO ( NO9N2)
in the format described in reference (b).

5-5 SCGs OF MULTI - SERVI CE | NTEREST

Security Cassification Cuides for systens, plans, prograns, or
projects involving nore than one DoD conponent are issued by the
Ofice of the Secretary of Defense (OSD) or the DoD conponent
designated by the OSD as executive or admnistrative agent. \Wen
designated by the OSD, conmands shall report the designation to
the CNO (NO9N2), prepare any necessary security classification
gui dance, and forward it to the CNO (NO9N2).

5-6 CONFLI CT BETWEEN A SOURCE DOCUMENT AND A SCG
In cases of apparent conflict between a SCG and a classified

source docunment about a discrete itemof information, the
instructions in the SCG shall take precedence.
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REFERENCES

(a) Executive Order 12958, as Anended, C assified National
Security Information, 25 Mar 03

(b) OPNAVI NST 5513. 1F, DON Security C assification Cuides,
7 Dec 05
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CHAPTER 6
MARKI NG
6-1 BASIC PCLI CY

1. This chapter contains numerous exanples of markings for
classified material. These exanples are all unclassified, and
mar ki ngs are used for illustration and training purposes only.

2. Al classified information shall be clearly marked with the
date and office of origin, the appropriate classification |evel
and all required "associ ated marki ngs" (see paragraph 6-1.6 for
exceptions to this policy). "Associated markings" include those
mar ki ngs that identify the source of classification (or for
original decisions, the authority and reason for classification);
downgr adi ng and decl assification instructions; and warni ng
notices, intelligence control markings and other m scel | aneous
mar ki ngs (see paragraph 6-7 for guidance on the placenent of
associ at ed mar ki ngs).

3. Marking is required on all information technology (IT)
systens and el ectroni c nedia, including renovabl e conponents that
contain classified informati on (see paragraph 6-31, 6-32, and 6-
34 for marking guidance). |IT systens include any equi pnent or

i nt erconnected system or subsystem of equi pnment that is used in
the automatic acquisition, storage, manipul ation, nmanagenent,
novenent, control, display, swtching, interchange, transm ssion
or reception of data or information. Electronic nedia includes
Uni versal Serial Bus drives, flash drives, pen drives, conpact

di sks, scanners, videotapes, floppy disks, recordings, etc. IT
systens that process classified data, in fornms other than
traditional docunments, such as weapon, navigation, and

communi cation systens al so require appropriate marKking.

4. The word "docunent” is used generically throughout this
chapter not only because it describes the nost conmon form of
classified material, but to make expl anations nore tangible.
Docunents take many forns, including publications (bound or
unbound), reports, studies, nmanuals, emails, briefing slides
(such as Power Poi nt presentations), etc. Sonme types of
classified material such as correspondence and |letters of
transmttal, recordings, photographs, file folders, and

el ectroni c nessages, such as Naval nessages, have special marking
requi renents as described in this chapter.

5. The proper marking of a classified docunent is the specific
responsibility of the original or derivative classifier. Wile
mar ki ngs on classified docunents are intended primarily to alert
hol ders that classified information is contained in a docunent,
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they also serve to warn hol ders of special access, control or
saf eguardi ng requirenents.

6. Docunents containing "tentatively" classified information
shal | be marked per chapter 4, paragraph 4-14.

7. Exceptions to the basic marking policy include:

a. To preclude public acknow edgnment, no classification
| evel or associated markings shall be applied to any classified
article or portion of an article that has appeared in the public
domain (e.g., in a newspaper or nmagazine), even if that article
is the subject of a public nedia conprom se inquiry.

b. Docunents containing RD (including CNWDI) or FRD, shal
not be marked with any downgradi ng or declassification
i nstructions, other than those approved by the DCE

c. (Cassified docunents provided to foreign governnents,
their enbassies, mssions, or simlar official offices within the
U.S., shall be marked as described in paragraph 6-13.

d. Cdassified docunents shall not be marked if the markings
t hensel ves woul d reveal a confidential source or relationship or
a confidential human intelligence source not otherw se evident in
t he docunent.

6-2 DON COMVAND AND DATE OF ORIA N

Every cl assified docunent shall indicate on the front cover

first page or title page (hereafter referred to as the "face" of
t he docunent) the identity of the DON command that originated the
docunent (a command's | etterhead satisfies this requirenent) and
t he date the docunent was origi nated.

6-3 OVERALL CLASSI FI CATI ON LEVEL MARKI NG

Mark (stanp, print, or permanently affix wth a sticker or tape)
the face and back cover, top and bottomcenter, of all classified
docunents to show the hi ghest overall classification |evel of the
information they contain. This marking shall be conspi cuous
enough (i.e., larger than the text) to alert anyone handling the
docunent that it is classified. |Include an explanatory statenent
on the face of any classified docunent that cannot be marked in
this manner. Al so, see paragraph 6-34 for external markings on

| T systens and el ectroni c nedi a.
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6-4 | NTERI OR PAGE MARKI NGS

1. Mark each interior page of a docunent (except bl ank pages),
top and bottomcenter, with the highest overall classification
| evel of any information contained on the page (see paragraph
6-3, 6-11 and 6-12, exhibit 6A-1 for placenent of certain warning
notices and intelligence control markings on interior pages). |If
the page is printed front and back, mark both sides of the page.
Mar k pages containing only unclassified information
"UNCLASSI FI ED. "

2. An alternative interior page marking nethod permts each page
to be marked with the highest overall classification |evel of
information contained in the docunment. Using this highest

overall classification schene for interior pages, however, does
not elimnate the requirenent to portion mark.

6-5 PORTI ON MARKI NGS

1. Mark each portion (e.g., title, section, part, paragraph or
subpar agraph) of a classified docunent to show its classification
level. This requirenent also applies to enmails on classified

I nformati on Technol ogy (I T) systens (e.g., SIPRNET). Portion
mar ki ngs el im nate any doubt as to which portions of a docunent
are classified, pronoting nore accurate derivative
classification. Place the appropriate abbreviation ("TS" (Top
Secret), "S" (Secret), "C' (Confidential) or "U" (Unclassified)),
i medi ately followng the portion letter or nunber, or in the
absence of letters or nunbers, inmedi ately before the beginning
of the portion (see exhibit 6A-2). The abbreviation "FOUO' shal
be used to designate unclassified portions containing information
exenpt from mandatory release to the public under reference (a)
(see exhibit 6A-3). Additionally, place the applicable

abbrevi ated warning notice(s) and intelligence control marking(s)
(see paragraphs 6-11 and 6-12) directly after the abbreviated
classification | evel of each portion.

2. If an exceptional situation makes individual portion markings
clearly inpracticable, place a statenent on the face of the
docunent descri bing which portions are classified, and at what
classification level. This statenment shall identify the
classified informati on as specifically as would parentheti cal
portion markings.

3. Mark figures, tables, graphs, charts, photos and simlar
illustrations appearing within a docunment with their
classification level, including the short forn(s) of any
appl i cabl e warning notice(s) and intelligence control marking(s).
Pl ace these markings within, or adjacent to, the figure, table,
graph, chart or photo. Mark chart, graph and photo captions or
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titles wwth the abbreviated classification |evel (including al
appl i cabl e abbrevi ated warning notice(s) and intelligence control
mar ki ng(s)). Wen figure or table nunbers are used to identify
the captions or titles, place these abbreviated marking(s) after
t he nunber and before the text (see exhibit 6A-4).

4. Portions of U S. docunments containing NATO or FA shall be
marked to reflect the country or international organization, and
appropriate classification |evel (see exhibit 6A-5). The letter
"R" shall be used for the identification of NATO RESTRI CTED or
Forei gn Governnent RESTRI CTED i nformation

5. The authority to grant waivers of the portion marking
requirenent rests with the Director, 1SOO  \Waivers granted prior
to 14 Cctober 1995 by DoD officials are no | onger valid.

Requests for waivers shall be forwarded to the ODUSD (Cl &S), via
the CNO (NO9N2), for subm ssion to the Director, 1SOO  The

wai ver request shall include the follow ng:

a. | dentification of the classified information or nmateri al
(e.g., a certain type of docunent) for which the waiver is
sought ;

b. A detailed explanation of why conpliance with the portion
mar ki ng requirenment is not practical;

c. An estimate of anticipated di ssem nation of the
classified information or material; and

d. The extent to which the classified information or
material may forma basis for derivative classification

6-6 SUBJECTS AND TI TLES

1. Mark subjects or titles with the appropriate abbreviated
classification level, after the subject or title (see exhibits
6A-2 and 6A-4), when applicable. When subjects or titles of
classified docunents are included in the reference |ine,

encl osure line, or the body of a docunent, the classification of
the subject or title shall follow. This requirenment does not
apply to a reference or title that does not contain a subject;
for exanple, “CNO (NO9N2) Itr 5510 Ser 1234 of 5 Jun 05" would

not require a portion marking. |If the subject is included, it
woul d require a portion marking to indicate the | evel of
classification of the title of the docunment: “CNO (NO9N2) Itr

5510 Ser 1234 of 5 Jun 05, “Vulnerabilities of the XYZ System
(Y-.

2. \Wenever possible, subjects or titles shall be unclassified
for identification and reference purposes. |If a classified
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subject or title is unavoidable, an unclassified short
title shall be added for reference purposes, for exanple:

"Subj: ASW OPERATI ONS | N THE BATAVI AN LI TTORAL ON 2 JUNE 99 (C)
(SHORT TITLE: ASWOPS 3-99 (U))."

6-7 PLACEMENT OF ASSCOCI ATED MARKI NGS
1

Associ ated markings are spelled out in their entirety on the
face of a docunent. Certain associated markings, (i.e., the
"Classified by," "Reason," "Derived from" "Downgrade to,"
"Declassify on" lines), and certain warning notices (e.g., RD
CNVWDI and FRD) are placed on the face of the docunent in the
| ower left hand corner (see exhibit 6A-1). Oher warning notices
(e.g., dissem nation and reproduction notices, SIOP-ESI and
CRYPTO and all intelligence control markings, are spelled out in
their entirety on the face of the docunent, at the bottom center
of the page, above the classification |evel marking. (See
par agr aph 6-25 for the proper placenent of markings on
correspondence and letters of transmttal.)

2. Associated markings are not spelled out on interior pages.
However, the short forms of certain warning notice(s), (e.g.
"RESTRI CTED DATA, " "FORVERLY RESTRI CTED DATA," "NNPI," and
"CRYPTO' (see paragraph 6-11)), and the short formof all
intelligence control marking(s) (see paragraph 6-12), applicable
to each page, shall be marked after the classification |evel at
the bottom center of each page. Associated markings shall not be
pl aced on the back cover of any classified docunent (see exhibit
6A-1) .

6-8 MARKI NG ORI G NALLY CLASSI FI ED DOCUMENTS W TH THE
"CLASSI FI ED BY" AND " REASON' LI NES

1. The "Cassified by" and "Reason” lines are rarely used
because an estimated 99 percent of all DON docunents are
derivatively classified.

2. Mark the face of a docunent containing originally classified
information with a "Classified by" and "Reason" |ine (see exhibit
6A-6). The "Classified by" line shall be followed by the
identity of the DON OCA (e.g., COVSPAWARSYSCOM). The

"Reason” line shall indicate a concise reason for

classification. These "Reason" codes nay be found in reference

(b).

3. Mark the face of a docunent containing both originally and

derivatively classified information with a "Classified by" line
and "Reason” line (see exhibit 6A-7). The "C assified by" line
shall indicate "Multiple Sources" as the source of classification
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and a list of sources, as required in paragraph 6-9, shall be
mai ntained with the file copy of the docunent. The list of
sources shall identify the OCA(s) as well as the derivative
sour ces.

6-9 MARKI NG DERI VATI VELY CLASSI FI ED DOCUMENTS W TH THE
"DERI VED FROM' LI NE

1. Mark the face of a docunent containing only derivatively
classified information with a "Derived fronm' |ine.

a. If all of the information was derivatively classified
using a single Security C assification Guide (SCG or source
docunent, identify the SCG or source docunent on the "Derived
from line. Include the date of the source docunent or SCG
(unless the identification of either the source or the SCG
inplicitly includes the date) (see exhibit 6A-8).

b. If nore than one SCG source docunent, or conbi nation of
t hese, provide the derivative classification guidance, place
"Multiple Sources" on the "Derived from line. If "Miltiple
Sources" is used, maintain a record of the sources on or with the
file or record copy of the docunent. Wen feasible, this |ist
shoul d be included with all copies of the docunent. |If the
docunent has a bibliography, or reference list, this may be used
as the list of sources, however, annotate the list to distinguish
the sources of classification from other references.
Alternatively, if a limted nunber of sources is used, derivative
classifiers are encouraged to list all of the sources on the
“Derived froni |ine.

6-10 USE OF THE "DOWNGRADE TO' AND "DECLASSI FY ON' LI NES

1. \When applicable, place the "Downgrade to" |line on a docunent

i medi ately below either the "Classified by" and "Reason" |ines
or the "Derived from' line. The "Downgrade to" line is used to
indicate that a lowering of the classification |evel for the
docunment will occur on a specific date or event. |[|f a “Downgrade
to” line is used, the “Declassify on” line nust al so be used (see
exhi bits 6A-6 through 6A-8).

2. Place the "Declassify on" line on a docunent imredi ately
bel ow the "Cl assified by" and "Reason"” lines, or the "Derived
from' line, or immediately below the "Downgrade to" line if a
"Downgrade to" line is used. The "Declassify on" line is used to

indicate that a docunent no |longer requires classification after
a specific date or event.

3. \Wen derivatively classifying a docunent, the nost
restrictive downgradi ng and decl assification instruction(s) of
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all the sources shall be carried forward to the newWy created
docunent .

4. Declassification instructions and ot her downgradi ng
instructions do not apply to docunents containing Restricted Data
(RD) or Fornerly Restricted Data (FRD). Positive action by an
aut hori zed person is required to declassify RD or FRD docunents.
Only a Departnent of Energy (DOE) designated declassifier can
decl assify an RD docunent. Only a designated declassifier in DOE
or an authorized DON OCA can nmake a decl assification decision for
an FRD docunent.

6-11 WARNI NG NOTI CES AND ASSOCI ATED MARKI NGS

1. Warning notices advise docunent holders that additional
protective measures such as restrictions on reproduction,
di ssenmi nation or extraction are necessary.

2. The follow ng warning notices are authorized for use, when
appl i cabl e:

a. Dissemnation and Reproduction Notices. Mark classified
docunents subject to special dissem nation and reproduction
l[imtations, as determned by the originator, with one of the
foll owi ng statenents on the face of the docunent, at the bottom
center of the page, above the classification | evel marking:

" REPRODUCTI ON REQUI RES APPROVAL OF ORI G NATOR OR HI GHER
DOD AUTHORI TY. "

"FURTHER DI SSEM NATI ON ONLY AS DI RECTED BY (i nsert
appropriate conmand or official) OR H GHER DCD
AUTHORI TY. "

b. RD and FRD. Per references (c) and (d), mark classified
docurnents containing RD and/or FRD on the face of the docunent,
in the lower left corner, with the applicable warning noti ce.
Note that the RD notice takes precedence over the FRD notice if
both RD and FRD i nformati on are contained in the docunent (see
exhi bits 6A-9 and 6A-10):

"RESTRI CTED DATA"—This material contains Restricted
Data as defined in the Atom c Energy Act of 1954.
Unaut hori zed di scl osure subject to admi nistrative and
crimnal sanctions."”

"FORVMVERLY RESTRI CTED DATA"—Unaut hori zed di scl osure
subj ect to adm nistrative and crimnal sanctions.
Handl e as RESTRI CTED DATA in foreign di ssem nation.
Section 144.b, Atonic Energy Act, 1954."
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Portion mark documents containing RD with the abbreviated form
"RD' (e.g., "(TS/RD)") and portions containing FRD with the
abbreviated form"FRD' (e.g., "(CFRD)"). Place the short forns
(“RESTRI CTED DATA” or “FORMERLY RESTRI CTED DATA’) on interior
pages, after the classification level at the top and bottom of
each applicabl e page (e.g. “SECRET RESTRI CTED DATA’ or *“ SECRET
FORMVERLY RESTRI CTED DATA’). Additionally, place these short
forns after the classification level at the top left corner on
the first page of correspondence and letters of transmttal.

c. CN\WDI. CNWI (a subset of RD) is subject to special
di ssem nation controls and nmarking requirenments. |In addition to
the RD notice, mark the face of a docunment containing CNVDI in
the lower left corner with the follow ng warning notice:

"CRI TI CAL NUCLEAR WEAPONS DESI GN | NFORMATI ON, DGD
DI RECTI VE 5210. 2 APPLI ES"

Portion mark RD docunents containing CNVDI with the abbreviated
form"(N" (e.g., "(SSRD)(N)"). Mark interior pages containing
CNWDI with the short form"CNWDI " after the classification |evel
at the bottom center of each applicable page (see exhibit 6A-10).
Pl ace "CRI Tl CAL NUCLEAR WEAPONS DESI GN | NFORVATI ON, DOD
DI RECTI VE 5210. 2 APPLIES" after the classification |evel at the
top left corner on the first page of correspondence and letters
of transmttal. The marking policies and di ssen nation
procedures for CNWDI are contained in reference (d). Note that
the RD warning notice is also required on the face of docunents
cont ai ni ng CNVDI .

d. NNPI

(1) Per reference (e), there is national policy
prohi biting foreign disclosure of NNPI. There are speci al
di stribution control markings used on correspondence and
docunents containing classified or unclassified NNPI
Requi renents for the proper use and placenment of these markings
are set forth in references (e) and (f) (these narkings shal
only be used on NNPI docunents). Use of the NOFORN marking on
NNPI is not to be confused with the NOFORN mar ki ng aut hori zed for
use as an intelligence control warning notice on classified
intelligence information (see paragraph 6-12):

“NOFORN' - NOT' RELEASABLE TO FOREI GN NATI ONALS
"SPECI AL HANDLI NG REQUI RED" - NOT RELEASABLE TO FOREI GN
NATI ONALS;

"TH S DOCUMENT (or material) 1S SUBJECT TO SPECI AL
EXPORT CONTRCLS AND EACH TRANSM TTAL TO FOREI GN
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GOVERNMENTS OR FOREI GN NATI ONALS MAY BE MADE ONLY W TH
PRI OR APPROVAL OF THE COWNAVSEASYSCOM'

(2) The paragraph 6-5 requirenent for portion marking is
wai ved for docunments containing classified NNPI (except for NNP
classified as RD). However, in the case of a docunent containing
both classified NNPI and non-NNPI classified information, the
non- NNPI cl assified portions shall be portion marked as required
i n paragraph 6-5.

(3) Mark associ ated markings on the face of a classified
NNPI docunent (except an NNPlI docunent also classified as RD) per
reference (e).

(4) Cassified NNPI containing RD or FRD information is
governed by the provisions of paragraphs 6-5 and 6-10.
Classified NNPI not containing RD or FRD i nformation shal
i nclude the associated markings set forth in reference (e).

(5) Departnment of Energy Unclassified Controlled Nuclear
Information (DOE UCNI). Mark unclassified NNPI which is al so DCE
UCNI per reference (e).

e. SIOP. Per reference (g), SIOP docunents shall be marked
in the sane manner as any other classified docunent. SIOP
docunents rel eased to NATO shall be narked per reference (Q).
NATO docunents that contain details of the type and quantity
described in reference (g) will include the foll ow ng statenent
on the cover, the title page, and in the letter of pronul gation:

“This docunent contains extremely sensitive information
affecting the Single Integrated Operational Pl an.
Access to this docunent or the information contained
herein shall be strictly limted commensurate with
rigorously justified requirenents. Use of mlitary-
controlled vehicles and two officially designated
couriers is mandatory.”

f. SIOP-ESI. Per reference (g), SIOP-ESI docunents (e.g.,
correspondence, reports, studies, nessages and any other nedia
relaying SIOP-ESI) are subject to special dissem nation controls.

Mark the front and back cover of SIOP-ESI docunents, center top
and bottom below the classification |Ievel marking, with the
i ndi cator "SI OP-ESI Category XX'. Additionally, mark the face of
SI OP- ESI docunents, bottomleft, with the follow ng warning
noti ce:

"This (correspondence, nenorandum report, etc.)
contains SIOP-ESI Category XX data. Access lists
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govern internal distribution.™

Messages containing SIOP-ESI shall include the designator
"SPECAT" and the indicator "SIOP-ESI Category XX' with the
category nunber spelled out (e.g., SPECAT Sl OP-ESI CATEGORY ONE)
at the beginning of the nessage text immediately follow ng the
overal | nmessage classification, foll owed by the above warning
noti ce.

g. COMBEC

(1) Per reference (h), the designator "CRYPTO'
identifies all COVSEC docunments and keying material which are
used to protect or authenticate classified or controlled
uncl assi fied governnment or governnent-derived information. The
mar ki ng "CRYPTO' is not a security classification

(2) Mark COVSEC docunents and material likely to be
rel eased to contractors with the follow ng warning notice on the
face of the docunment, at the bottomcenter of the page, above the
classification |evel marking:

"COVSEC Material - Access by Contractor Personnel
Restricted to U S. Citizens Holding Final Governnent
Cl earance. "

3. Notices for Controlled Unclassified Information (CU ) are as
foll ows:

a. FOR OFFICI AL USE ONLY (FOUO) and FOR OFFI Cl AL USE ONLY
(Law Enforcenent Sensitive) (FOUO LES)

(1) Docunents containing FOUO. Per references (i), mark
the bottomfront cover (if any), interior pages of docunents, and
on the outside back cover (if any) with "FOR OFFI Cl AL USE ONLY"

Subj ects, titles and each section part, paragraph, and simlar
portion of an FOUO docunment requiring protection shall be portion
mar ked. Pl ace the abbreviation “(FOUO” imediately foll ow ng the
portion letter or nunber, or in the absence of letters or
nunbers, imedi ately before the begi nning of the portion.
Unclassified letters of transmttal wth FOUO encl osures or
attachments shall be marked at the top left corner with "FOR
OFFI CI AL USE ONLY ATTACHMENT". Additionally, mark FOUO docunents
transmtted outside the DoD with the foll ow ng notice:

"This docunent contains information exenpt from
mandat ory di scl osure under the FO A, Exenption(s)

_____ apply."”

(2) dassified docunents containing FOUO. Per reference
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(1), classified docunents containing FOUO do not require any FOUO
mar ki ngs on the face of the docunent; however, the interior pages
containing only FOUO i nformation shall be marked top and bottom
center with "FOR OFFI Cl AL USE ONLY". Mark unclassified portions
containing only FOUOwith "(FOUO " inmediately before the portion
(see exhibit 6A-3). Cassification markings take precedence over
FOUO mar ki ngs; mark portions that contain FOUO and cl assified
information with the appropriate abbreviated classification
designation (i.e., (TS, (S), etc.).

(3) Docunents containing FOUO LES. Per reference (i),
mar kK docunents cont ai ni ng FOUO Law Enf orcenent Sensitive (FOUO
LES) in the same manner as docunents containing FOUO.  Add “Law
Enf orcenent Sensitive” to the FOUO marking, and “LES” to portion
mar ki ngs. Law Enforcenent Sensitive infornmation takes precedence
over other FOQUO i nformation. Docunents and portions containing
bot h FOUO and FOUO LES shoul d be marked with the FOUO LES
mar Ki ngs.

b. DoD Uncl assified Controlled Nuclear Information (DoD
UCNI) .

(1) Uncl assified docunents containing DoD UCNI. Per
reference (j), mark the bottom face and the back cover of
uncl assi fi ed docunents containing DoD UCNI with "DoD Uncl assified
Controll ed Nuclear Information.” Portion mark DoD UCN
uncl assi fied docunents with the abbreviated form"(DoD UCN )"
i mredi ately before the beginning of the portion. Mark
correspondence and letters of transmttal at the top left corner
on the face of the docunent with "DoD Uncl assified Controlled
Nucl ear I nformation."

(2) O assified docunents containing DoD UCNI. Per
reference (j), mark classified docunents containing DoD UCNI as
any other classified docunent except that interior pages with no
classified information shall be marked "DoD Uncl assified
Controll ed Nuclear Information” at the top and bottom center.
Portion mark cl assified docunents that contain DoD UCNI with the
abbreviated form"(DoD UCNI )" imedi ately before the begi nning of
the portion and in addition to the classification marking (e.g.,
"(S/DoD UCNI)"). Mark correspondence and letters of transmttal
at the top left corner on the face of the docunent with "DoD
Uncl assified Controll ed Nuclear Information."

(3) Additionally, mark the face of docunents containing
DoD UCNI which are transmtted outside the DoD in the |ower |eft
corner with the follow ng notice:
"DEPARTMENT OF DEFENSE UNCLASSI FI ED CONTROLLED NUCLEAR
| NFORMATI ON, EXEMPT FROM MANDATORY DI SCLOSURE (5 U. S. C.
552(b)(3), as authorized by 10 U.S.C. 128)"
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c. Drug Enforcenment Adm nistration (DEA) Sensitive
| nf or mat i on.

(1) Uncl assified docunents containing DEA Sensitive
Information. Per reference (i), mark the top and bottom face and
back cover of unclassified docunents containing DEA Sensitive
information with "DEA Sensitive." Portion mark uncl assified DEA
Sensitive docunents with the abbreviated form"(DEA) " imedi ately
before the beginning of the portion. Mark interior pages of
uncl assified DEA Sensitive docunents top and bottomcenter with
"DEA Sensitive."

(2) dassified docunents containing DEA Sensitive
Information. Per reference (i), mark cl assified docunents
cont ai ning DEA Sensitive information as any other classified
docunent except that interior pages with no classified
information shall be marked "DEA Sensitive" at the top and bottom
center. Portion mark classified documents that contain DEA
Sensitive information with the abbreviated form " (DEA)"

i mredi ately before the beginning of the portion and in addition
to the classification marking (e.g., "(S/DEA)").

d. Departnent of State (DOS) Sensitive But Uncl assified
(SBU) Information. Per reference (i), The DOS does not require
that SBU i nformati on be specifically marked, but does require
t hat hol ders be nmade aware of the need for controls. Mark DON
docunents containing SBU information in the same manner as if the
i nformati on were FOUQO

e. NATO and Foreign Governnent RESTRICTED Information. Mark
docunent s contai ni ng NATO and Forei gn Gover nnment RESTRI CTED
i nformati on per paragraph 6-16.

f. National Ceospatial-Intelligence Agency (NGA) LIM TED
DI STRIBUTION I nformation. Mark information or materi al
designated as LI M TED DI STRI BUTI ON, or derived from such
information or material per reference (k), which contains details
of policies and procedures regarding use of the LIMTED
DI STRI BUTI ON caveat .

6-12 | NTELLI GENCE CONTROL MARKI NGS

1. The policy for marking intelligence information is contained
in reference (lI). Mark classified docunents containing
intelligence information with all applicable intelligence
control markings on the face of the document, at the bottom

center of the page, above the classification |evel. Mark
interior pages containing intelligence information with the short
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forns of all applicable intelligence control markings after the
classification |level at the bottom of each applicable page. Mark
portions of intelligence docunents with the abbreviated form of
all applicable intelligence control markings. Additionally,

pl ace the applicable intelligence control marking(s), inits
entirety, after the classification level at the top |left corner
on the first page of correspondence and letters of transmttal
(see exhibit 6A-11).

2. Authorized intelligence control markings are as foll ows:

a. "Dl SSEM NATI ON AND EXTRACTI ON OF | NFORMATI ON CONTROLLED
BY ORI G NATOR' ("ORCON' or "OC').

(1) This marking is the nost restrictive intelligence
control marking and shall only be used on classified intelligence
that clearly identifies or would reasonably permt ready
identification of intelligence sources or nethods that are
particularly susceptible to counterneasures that would nullify or
measur ably reduce their effectiveness. It is used to enable the
originator to maintain continuing know edge and supervi sion of
distribution of the intelligence beyond its original
di ssem nation. This control marking shall not be used when
access to the intelligence information will reasonably be
protected by its security classification |Ievel marking, use of
any other control markings specified in reference (I), or in
other Director of Central Intelligence Directives.

(2) This information shall not be used in taking
i nvestigative action w thout the advance perm ssion of the
originator. The short formof this marking is "ORCON'; the
abbreviated formis "OC'

b. " CAUTI ON- PROPRI ETARY | NFORVATI ON | NVOLVED" (" PROPIN' or
"PR').

(1) Use this marking with, or without, a security
classification level marking, to identify information provided by
a commercial firmor private source under an expressed or inplied
under standi ng that the information shall be protected as a trade
secret or proprietary data believed to have actual or potenti al
intelligence value. This marking may be used on U.S. Governnent
proprietary data only when the U. S. Governnment proprietary
information can provide a contractor(s) an unfair advantage such
as U S. CGovernnent budget or financial information. The short
formof this marking is "PROPIN'; the abbreviated formis "PR'

c. "NOT RELEASABLE TO FOREI GN NATI ONALS" ("NOFORN' or "NF").
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(1) Use this marking to identify classified intelligence
whi ch, per reference (n), the originator has determ ned may not
be disclosed or released, in any form to foreign governnents,

i nternational organizations, coalition partners, foreign
nationals, or immgrant aliens wthout originator approval. This
marking is not authorized for use in conjunction with the
"AUTHORI ZED FOR RELEASE TO' ("REL TO') marking. The short form
of this marking is "NOFORN'; the abbreviated formis "NF."

(2) Wthin the DON, only the Director of Naval
Intelligence and the Director of Intelligence, United States
Marine Corps, may determ ne what information warrants initial
application of the “NOFORN’ caveat. The “NOFORN' caveat shal
not be applied to non-intelligence information except for NNP
(see paragraph 6-11). There is no other DON authorized use of
t he “NOFORN’ marking on non-intelligence information. |If
docunents marked with the “NOFORN’ caveat are used for derivative
classification, however, the derivative classifier should assune
that the marking is correct until advised otherw se by the
cogni zant intelligence authority.

6-13 MARKI NG DOCUMENTS RELEASABLE TO FOREI GN NATI ONALS

1. The “REL TO control marking was previously only for use on
intelligence information, but is now authorized for use on al
classified defense information deened rel easabl e t hrough
appropriate foreign disclosure channels. Use the marking
"RELEASEABLE TO USA// (applicable country trigraph(s),

i nternational organization or coalition force tetragraph)” ("REL"
or "REL TO'), when information has been determ ned rel easabl e

t hrough established foreign disclosure procedures to foreign
nati onals, international organizations or nultinational forces.
Further foreign dissem nation of the material (in any form is
aut hori zed only after obtaining perm ssion fromthe originator.

2. The full marking "REL TO USA// (applicable country
trigraph(s), international organization or coalition force
tetragraph)” shall be used after the classification and wll
appear at the top and bottom of the front cover, title page,
first page and the outside of the back cover, as applicable.
“REL TO must include country code “USA” as the first country
code listed. Country trigraphic codes shall be listed in

al phabetical order, after the USA, followed by internationa
organi zation/coalition tetragraphic codes listed in al phabeti cal
order. Country codes shall be separated by a comma and a space
with the last country code separated by a space, and foll owed by
two slashes (i.e., TOP SECRET//REL TO USA, EGY, ISR//) (See
exhi bit 6A-12).

3. The countries do not need to be |isted when portion marKking,
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unl ess they are different fromthe countries listed in the “REL
TO' designation at the top and bottom of the page. Text that is
rel easable to all the countries listed at the top and bottom of

t he page shall be portion marked “REL” (i.e., TS//REL). |If the
information is releasable to countries that are different than
those listed in the overall “REL TO' marking, the portion marking

has the sanme format, but with the specific countries and/or
organi zations |listed al phabetically (See exhibit 6A-12). For
exanple: Overall docunment marking is “SECRET//REL TO USA, NZL
NATQ' /.” Then the portion marking may be “S//REL TO USA, AUS
NZL, NATO " to indicate that the information contained wthin
this portion is also releasable to Australi a.

4. Approved trigraphs (3 letter country code) are avail abl e at
http://ww. ci a. gov/ci al/ publications/factbook/ appendi x/ appendi x-
d.htm and tetragraphs (4 letter country code) are avail able at
http://ww. odci . gov/ ci a/ publications/factbook/appendi x/ appendi x-
b.htm .

5. The “REL TO' marking is not authorized for use in conjunction
with the marki ng "NOT RELEASABLE TO FOREI GN NATI ONALS"
(" NOFORN") .

6. Existing docunents originally marked “NOFORN' nust be re-
reviewed by the approved foreign disclosure authority (note that
within the intelligence comunity, this is the originator of the
intelligence) and when deened rel easabl e, remarked prior to

rel ease to foreign nationals. If the docunent is deened

rel easable inits entirety, the “NOFORN’ marking nmay be |ined

t hrough and the docunent remarked with the revised overall page
and portion markings. Any portions of a docunent not approved
for release nust be redacted. Remraining releasable portions of
t he docunent nust be remarked as described herein. A record copy
of the rel eased docunent shall be annotated with the rel ease
authority (e.g., identity of the command with foreign disclosure
authority, and source of release authority) making the rel ease
decision and the date of the decision. Wen circunstances
warrant, notify all docunent holders of the rel ease deci sion.
The foll ow ng are exanples of an existing docunment originally
mar ked “ NOFORN. ”
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Overall, top and bottom of each page:

SECRET/ NOT RELEASABLE TO FOREI GN NATI ONALS
SECRET// REL TO USA, EGY, |ISR//

Portion/ paragraph: S(NF)- (S// REL)

Record copy: SECREH-NOFRELEASEABLEFO-FOREIGN-NAH-ONALS
SECRET// REL TO USA, EGY, |SR//
( FOREI GN DI SCLOSURE AUTHCRI ZED,
COWPACFLT, 8 FEB 05, DDL 05-03)

7. The intelligence control markings, "WARN NG NOTI CE-

| NTELLI GENCE SOURCES OR METHODS | NVOLVED' ("WNI NTEL") and " NOT
RELEASABLE TO CONTRACTORS/ CONSULTANTS" (" NOCONTRACT") are

obsol ete and no | onger authorized for use. Wiile the remarking
of docunments bearing the obsolete intelligence control markings
"WNI NTEL" and " NOCONTRACT" is not required, holders of docunents
beari ng these markings may |ine through or otherw se renove the
mar ki ngs from docunents. See reference (l) for assistance in
recogni zing and identifying other obsolete intelligence control
mar ki ngs.

6- 14 MARKI NG DOCUMENTS CLASSI FI ED UNDER THE PATENT SECRECY ACT

1. Mark patent applications that contain official information
and warrant classification per this chapter.

2. |If the patent application does not contain official
information that warrants cl assification, the procedures are as
fol |l ows:

a. Place a cover sheet (or letter of transmttal) on the
application wth the follow ng | anguage:

"THE ATTACHED MATERI AL CONTAI NS | NFORMVATI ON ON WHI CH
THE U. S. PATENT OFFI CE HAS | SSUED SECRECY ORDERS AFTER
DETERM NI NG THAT DI SCLOSURE WOULD BE DETRI MENTAL TO
NATI ONAL SECURI TY ( PATENT SECRECY ACT OF 1952, U.S.C
181-188). IT IS PROH BI TED BY LAWTO TRANSM T OR
REVEAL | N ANY MANNER SUCH | NFORVATI ON TO AN
UNAUTHORI ZED PERSON. HANDLE AS THOUGH CLASSI FI ED
(insert the classification that woul d be assigned had
the patent application been official information)."

b. The information shall not be released to the public;

di ssem nation within the DON shall be controlled; the applicant
shall be instructed not to disclose it to any unauthorized
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person; and the patent application (or other docunent
incorporating the protected information) shall be safeguarded in
t he manner prescribed for equivalent classified information.

3. If afiling of a patent application with a foreign government
i s approved under provisions of reference (n) and arrangenents on
i nterchange of patent information have been acconplished for

def ense purposes, mark the copies of the patent application
prepared for foreign registration (but only those

copies) at the bottom of each page as foll ows:

"W THHELD UNDER THE PATENT SECRECY ACT OF 1952 (35
U S.C. 181-188) HANDLE AS (insert classification |evel
determ ned) . "

6- 15 | NDEPENDENT RESEARCH AND DEVELCOPMENT (| R&D)

1. I1R& may be U. S. CGovernnent sponsored, or a purely private,
unsponsored effort. 1In either case, the product of |R&D shal
not be classified unless it incorporates classified information
to which the devel oper was given prior access.

a. |If no prior access was given, classification is
perm ssible only if the U S. CGovernnent first acquires a
proprietary interest in the information.

b. If the person or conpany conducting the |IR& believes
that protection may be warranted in the interest of national
security, they shall safeguard the information, mark it as
tentatively classified at the classification | evel deened
appropriate by the conpany, and submt it to the cogni zant DON
command for security evaluation. The receiving command shal
make or obtain a classification determnation as if it were U S
Governnent information. |If negative, the originator shall be
notified that the information is unclassified. |f affirnative,
the command shall determne if an official proprietary interest
inthe IRRDwill be acquired. Assign proper classification if an
interest is acquired. |If not, the originator shall be inforned
that there is no basis for classification and the "tentative"
classification shall be cancel ed.

2. In any other instances, such as an unsolicited bid, in which
a firm organization or individual submts private information to
the DON for classification evaluation, follow the "tentative"
classification steps specified in chapter 4, paragraph 4-14.

6-16 MARKI NG DOCUMENTS CONTAI NI NG NATO OR FG

1. Docunments classified by a foreign governnent or international
organi zation retain their original foreign classification
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designation or are assigned the U S. classification equival ent
listed in exhibit 6C, in addition to that provided by the
originator, to ensure adequate protection. Authority to assign
the U S. designation does not require original classification
aut hority.

2. \WWhen NATO or other foreign government or internationa
organi zati on RESTRICTED information is included in an otherw se
uncl assi fi ed DON docunent :

a. NATO WMark the face of the docunent with the follow ng
statenment: "This docunent contains NATO RESTRI CTED i nformati on
not marked for decl assification (date of source) and shall be
saf equarded in accordance with USSAN 1-69." Additionally, mark
the top and bottom of each applicable page with the follow ng
statenment: "This page contains NATO RESTRI CTED i nf ormati on" and
mark the portions accordingly, i.e., “(NATOR)."

b. Oher Foreign Government Information: Mrk the top and
bottom of each applicable page with the follow ng statenent:
“This page contains (ldentity of foreign government) RESTRI CTED
information” and mark the portions accordingly, i.e., “(GBRR.”

3. When NATO classified information is incorporated into a
classified DON docunent, mark the docunment on the cover or first
page with "TH S DOCUVMENT CONTAI NS NATO CLASSI FI ED | NFORNMATI ON. "
Mark portions to identify the NATO i nformati on and cl assification
level (e.g., "(NATA' S)" or "(NATOQ").

4. A docunent containing FG and marked with a classification
desi gnati on which equates to RESTRI CTED or an uncl assified FG
docunent provided to a DON command on the condition that it be
treated "in confidence,” shall be marked "CONFI DENTI AL - MODI FI ED
HANDLI NG' with the identity of the originating governnent and
whet her the docunent is RESTRI CTED or provided "in confidence"
(see Chapter 7, paragraph 7-8, for safeguarding requirenents).

5. Wen classified F@ is contained in a docunent:

a. Mrk the face of the docunent with the follow ng
statenment: "TH S DOCUMENT CONTAINS (i ndicate country trigraph(s)
code or international organization tetragraph of origin)
| NFORMATION. " If the identity of the foreign governnent or
i nternational organization nust be conceal ed, "TH S DOCUVENT
CONTAI NS FOREI GN GOVERNMENT | NFORMATI ON. "
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b. Mark portions to indicate the country trigraph code and
classification level (e.g., "(GBRC" or "(DEUS)"). No other
mar ki ngs are required on interior pages of DON docunents

contai ning FQ.

c. Mrk the "Derived fron line with the identity of the
U.S. and foreign sources. The "Declassify on" |ine shall contain
a date or event for declassification as required by reference
(o). Note, though, that no declassification action my be nade
on any docunent containing FA@ unless and until perm ssion has
been obtained fromthe forei gn governnment owning the information.

d. If the identity of the foreign governnent or
i nternational organization nust be conceal ed, neither the derived
fromline nor the portion markings shall identify the foreign
governnment. Instead, the abbreviated portion marking should
indicate (“FA/S’) and the derived fromline shall be marked
“Foreign Governnent Information,” along with the U S. source of
classification. A record copy identifying the source shall be
mai nt ai ned and properly protected.

6-17 TRANSLATI ONS

Translations of U S. classified information into a foreign

| anguage shall be marked with the appropriate U. S.

cl assification markings and the foreign | anguage equi val ent (see
exhibit 6C). The translation shall also clearly show the U S. as
the country of origin.

6-18 N CKNAMES, EXERCI SE TERMS AND CODE WORDS

1. Reference (p) governs the assignnment, control, and use of
ni cknanes, exercise terns and code words. Mark them as foll ows:

a. Nicknanes are a conbination of two unclassified words
wi th an uncl assified neaning. Nicknanes for Alternative
Conpensatory Control Measures (ACCM (e.g., LIMT FICTION) are
assigned and approved via CNO (NO9N2). The headers and footers
of each applicable page of ACCM protected information shal
identify the classification |evel and appropriate nicknane (i.e.,
SECRET//LIMT FICTION), in addition to the other marKkings
required in chapter 6. These include warning notices,
intelligence control markings and caveats, as appropriate.
Simlarly, each portion, part, paragraph and sim/lar portion
will, in addition to standard security classification markings,
be marked with the ACCM ni cknane, e.g., (S/ACCMLIMT FICTION).
Only the full nickname may be used after the "ACCM marking. No
abbrevi ati on of the nicknanme or any derivation of the nicknane
shal | be used.
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b. An exercise termis a conbination of two non-code words
that may or may not be classified and may or may not have a
classified neaning (e.g., "POTATO HEAD (U)" or "DUD SPUD (C)").

c. A code word is a single classified word with a classified
meaning (e.g., "BRIEFCASE (C)" or "RETIREMENT (S)").

6-19 CLASSI FI CATI ON BY COWPI LATI ON

1. Wen individual itens of unclassified or classified
informati on are conbi ned, classification or higher classification
by conpilation may result. Cassification by conpilationis
rare, and in order to qualify for classification, sonething not
already identified in the individual parts nust be reveal ed.

Cl assification by conpilation nust be based on an existing SCG or
a new original classification decision by an approved OCA

2. Place a statenent on the face of a docunent classified by
conpi l ati on which explains the reason(s) for classification or
hi gher classification level. |Include in your statenent:

a. The fact that the individual parts are unclassified or
are of a |lower classification;

b. The reason why the conpilation warrants cl assification or
a higher classification; and

c. The authority for the conpilation classification. An
exanple of a conpilation statenent is as foll ows:

"I ndi vidual portions of this docunment reveal various

uncl assified operational frequencies of the AN SPG 149

radar. However, the conpilation of those frequencies

reveal s the overall frequency band of the AN SPG 149 radar
Per OPNAVI NST S5513.8, enclosure (103), the frequency band

of the ANNSPG 149 is classified Confidential."

3. If portions, standing al one, are unclassified, but the
conpilation of the unclassified portions make the docunent
classified, mark each portion as unclassified but mark the face
of the docunment and interior pages with the classification |evel
of the conpilation. This principle also applies if the

i ndi vidual portions are classified at one |evel, but the
conpilation is of a higher classification |evel.
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6-20 CHANGES TO EXI STI NG CLASSI FI ED DOCUMENTS

1. If a change is being issued to an existing classified
docunent, the originator of the change shall ensure that the
changed pages are properly nmarked and consistent with the overal
mar ki ng style of the basic docunent.

2. |If a docunent has a front cover designed for pernmanent use
and is frequently revised, place a statement on the |lower |eft
corner of the cover that states, "SEE TITLE (or first) PACE FOR
CLASSI FI CATI ON AUTHORI TY AND DECLASSI FI CATI ON | NSTRUCTI ONS. " The
title or first page can then be changed as necessary.

3. In achange transmttal, a pen and ink change for the front
cover, title page, or first page may be included. |If a change
consists of interior pages only, the text of the change
transmttal shall include the statenment, "THE DECLASSI FI CATI ON
| NSTRUCTI ONS ASSI GNED TO THE BASI C DOCUVENT APPLY. "

6-21 MARKI NG TRAI NI NG OR TEST DOCUMENTS

1. Mark an unclassified training docunent, that is classified
for training purposes only, to showthat it is actually

uncl assified. Place a statenent on each applicabl e page of the
trai ni ng docunent as follows: "TH S PAGE | S UNCLASSI FI ED BUT
MARKED AS (insert classification) FOR TRAI NI NG PURPOSES ONLY. "

2. Mark all applicable pages of an unclassified test docunent
which will becone classified when filled in as follows: "TH'S
(docunent, page, test, etc.) IS UNCLASSI FI ED BUT (i nsert
classification) WHEN FILLED IN." This policy can be applied to
any uncl assified docunent (e.g., |ogs and worksheets) that wll
beconme classified when filled in.

6-22 MARKI NG CLASSI FI ED DOCUMENTS W TH COVPONENT PARTS

If a classified docunent has conponents likely to be renmoved and
used or nmaintai ned separately, mark each conponent as a separate
docunent. Exanples are annexes or appendi ces to plans, nmjor
parts of a report, sets of reference charts and conputer printout
portions, and briefing slides. |If the entire major conponent is
uncl assified, mark it as "UNCLASSIFIED, " on its face, top and
bottom center, and add a statenment "ALL PORTIONS OF THI S (annex,
appendi x, etc.) ARE UNCLASSIFIED." No further markings are
required on such a conponent.

6- 23 REMARKI NG UPGRADED, DOWNGRADED OR DECLASSI FI ED DOCUMENTS

1. Upon notification, holders of classified docunents that have
been upgraded, downgraded or declassified, shall imediately
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re-mark the affected portions and, if applicable, overal
classification marki ngs on the cover page or first page of the
docunent. Place on the face of the docunent the authority (OCA
for the change, the nanme or personal identifier and position
title of the person nmaking the change(s) or decl assification

gui de; and the date of the action); e.g., "PORTIONS

DONNGRADED TO CONFI DENTI AL PER NAVSEA LTR 5510 09T1 SER 5S345 OF
22 JUN 05 BY M. J. SMTH ON 29 JUN 05," or "DECLASSI FI ED PER
OPNAVI NST 5513.16B4 ON 18 NOV 04.” Additionally, the overal

cl assification markings on decl assified docunents shall be marked
through with an “X* or lined through with a straight Iine.

2. \Wen the volunme of docunents is such that pronpt remarking of
each classified item cannot be acconplished without interfering
wi th operations, the custodian shall attach upgrading,
downgr adi ng or declassification notices to the storage unit
(e.g., a container drawer, lateral file, etc.).

3. An OCA with jurisdiction over the classified information may
change the |l evel of classification. Such changes shall be
docunented by remarking the new classification |evel, the date of
t he change, and the authority for the change. Affected portion
mar ki ngs shall al so be remarked. Although changes nay be

pronmul gated by an OCA signed letter, the OCA nust al so

i mredi ately update affected security classification guides. The
OCA nust also immediately notify all holders of the information
that the classification | evel has changed.

6-24 CLASSI FYI NG FROM SOCURCE DOCUMENTS W TH CLD
DECLASSI FI CATI ON | NSTRUCTI ONS

1. A newy created docunent that derives its classification from
a source docunent or SCGwith an indefinite duration of
classification fromprior Executive Oders (e.g., OADR or X3),
shall indicate that the source is marked with an indefinite
duration of classification, and cite the date of the source. For
exanpl e, a source docunent is marked X4, and the date of the
source is 11 Nov 99. It would be narked as follows (see exhibits
6A-6 through 6A-8 for additional exanples):

“Declassify on: Source marked X4, Date of Source: 11 Nov 997

2. The “Date of Source” determ nes the duration of
classification. As duration of classification is not normally
aut hori zed beyond 25 years, the new date for declassification
woul d be 31 Decenber 2024. \Wen using source docunents that have
ol d declassification instructions, all declassification actions
are effective on 31 Decenber of the year in which
declassification is to take place. Security classification

gui des, reference (0) and/or the OCA responsible for the
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i nformati on should be consulted to ensure that no changes to the
duration of classification have occurred.

6-25 CORRESPONDENCE AND LETTERS OF TRANSM TTAL

1. Correspondence. Cassified correspondence is marked in the
same manner as any other classified docunent, except the upper

| eft corner (imrediately beneath the official seal and before the
first line of text) is also marked with the highest overal
classification level followed by the short forns of certain
war ni ng notices (except NNPI, which is nmarked per reference (e))
(see paragraph 6-11) and all applicable intelligence control
markings in their entirety (see paragraph 6-12).

2. Letters of transmttal. An unclassified |etter of
transmttal nmay have a classified docunment enclosed with or
attached to it, but it is itself unclassified. A classified
letter of transmittal may itself contain information classified
equal to, or higher than, the classified docunent it is
transmtting.

a. Unclassified letters of transmttal. Mark only the face
of an unclassified letter of transmttal, top and bottom center,
with the highest overall classification level and all applicable
war ni ng notices and intelligence control nmarkings of its
classified enclosures or attachments. The associ ated marki ngs
found in paragraphs 6-8 through 6-10 (e.g., the "Derived front
and "Decl assify on" lines), shall not be marked on the face of an
uncl assified letter of transmittal. Provide instructions, at the
top left corner of the letter of transmittal, to indicate the
hi ghest overall classification |evel of the transmttal and al
appl i cabl e warning notices and intelligence control markings in
the format prescribed in paragraphs 6-11 and 6-12. Additionally,
i ndi cate how the classification |evel of the letter of
transmttal can be | owered through renoval of its various
encl osures or attachments. For exanple, if an unclassified
transmttal has three encl osures, one Secret (enclosure (1)) and
two Confidential (enclosures (2) and (3)), mark the transmttal
" SECRET—CONFI DENTI AL UPON REMOVAL OF ENCLOSURE (1) - UNCLASSI FI ED
UPON REMOVAL OF ENCLOSURES (1) THROUGH (3)" (see exhibit 6A-13).

Unclassified letters of transmttal shall not be portion narked.
I nterior pages of unclassified letters of transmttal, my be
mar ked as "UNCLASSI FI ED (top and bottomcenter),” but it is not
required.

b. Cdassified letters of transmttal. Mark classified
letters of transmttal in the same manner as any other classified
docunent (see paragraph 6-1). Additionally, mark a classified
letter of transmttal:

(1) That has enclosures or attachnents classified at a
hi gher |l evel, with the highest overall classification |evel and
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all applicable warning notices and intelligence control markings
of its enclosures or attachnents and the transmttal itself.
Provide instructions, at the top left corner, to indicate the

hi ghest overall classification |level of the transmttal and al
appl i cabl e warning notices and intelligence control markings in
the format prescribed in paragraph 6-11 and 6-12. Additionally,
indicate how the classification level of the letter of
transmttal can be | owered through renoval of its various

encl osures or attachments. For exanple, if the letter of
transmttal itself is CONFI DENTI AL but has one enclosure that is
SECRET, mark the transmttal, "SECRET—CONFI DENTI AL UPON REMOVAL
OF ENCLOSURE (1)" (see exhibit 6A-14).

(2) That is classified higher than or equal to the
classification level of its enclosures or attachnents, at the top
| eft corner with the highest overall classification |level and al
appl i cabl e warning notices and intelligence control
mar ki ngs of its enclosures or attachnments and the transmttal
itself. Provide instructions, at the top left corner, to
i ndi cate the highest overall classification |evel of the
transmttal and all applicable warning notices or intelligence
control markings in the format prescribed in paragraph 6-11 and
6-12 format. Additionally, indicate how applicabl e warning
notices and intelligence control markings can be renoved through
removal of various enclosures or attachnents. For exanple, if a
letter of transmttal itself is classified CONFIDENTI AL, but is
transmtting a docunent classified SECRET/ NOT RELEASABLE TO
FOREI GN NATI ONALS (encl osure (1)), mark the transmttal
"SECRET/ NOT RELEASABLE TO FOREI GN NATI ONALS—CONFI DENTI AL UPON
REMOVAL OF ENCLOSURE (1)."

3. There are no marking requirenents for unclassified |etters of
transmttal which are transmtting only uncl assified enclosures
or attachments, with the exception of the controlled unclassified
information specified in paragraph 6-11. 3.

6-26 MARKI NG ELECTRONI CALLY- TRANSM TTED CLASSI FI ED MESSAGES
1. Mark classified electronically-transmtted nessages in the
same manner as a classified docunent, with the follow ng
nodi fi cati ons:
a. Message processing systens shoul d be designed such that

the first itemof the text shall be the highest overal
classification |l evel of the nmessage, and when printed by an IT
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system the marking stands out fromthe rest of the text. This
may be achi eved by surrounding the markings with asterisks or
ot her synbol s.

b. The short fornms of certain warning notices and al
intelligence control markings shall be spelled out follow ng the
nmessage classification | evel which precedes the nessage subject
line (see paragraphs 6-11 and 6-12).

c. Cassified nessages shall be portion marked per paragraph
6-5. However, preformatted nessages (such as RAI NFORM CASREP
and simlar reporting formats), which do not have identifiable
portions, need not be portion marked. The overal
cl assification, downgradi ng and decl assification markings satisfy
the marking requirenents for these type nessages.

d. The proper conpletion of the “Derived front and
“Declassify on” lines for nessages is outlined in exhibit 6B

2. \When automated systens do not provide for automated marKking
of information, the individual creating the nessage is
responsi bl e for adding the appropriate markings when forwardi ng
or storing nmessages.

6-27 MARKI NG CLASSI FI ED FI LES, FOLDERS AND GROUPS OF DOCUMENTS

Mark classified files, folders and simlar groups of docunents on
the outside of the folder or holder. A classified docunent

cover sheet (SFs 703, 704 or 705) attached to the front of the
hol der or folder will satisfy this requirenent. These cover
sheets need not be attached when the file or folder is in secure
st or age.

6-28 MARKI NG CLASSI FI ED BLUEPRI NTS, SCHEMATI CS, MAPS AND CHARTS

Mark classified blueprints, engineering draw ngs, charts, maps,
and simlar itenms, not contained in classified docunents, top and
bottom center, with their highest overall classification |evel
and all applicable associated markings. Mark their subjects,
titles and | egends as required by paragraph 6-6. |If rolled or
folded, clearly mark these or other large itens so the highest
overall classification level is clearly visible on the outside
(see exhibit 6A-15).

6-29 MARKI NG CLASSI FI ED PHOTOGRAPHS, PHOTO SLI DES, NEGATI VES,
AND UNPROCESSED FI LM

1. Mark classified photographs and negatives with their highest

overall classification | evel and all applicable associ ated
markings. If this is not possible, place these markings on the
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reverse side of the photograph or negative or include
acconpanyi ng docunentation. Cearly show the classification

| evel and all applicable associated markings on reproductions of
phot ographs (see exhibit 6A-16).

2. Mark classified roll negatives and positives, and other film
containing classified, with the highest overall classification

| evel and all applicable associated markings. Place these
mar ki ngs on the canister (if one is used) and the filmitself.
When placed on the filmitself, place the markings at the

begi nning and end of the roll. \Wen self-processing filmor
paper is used to photograph or reproduce classified information,
t he negative of the |ast exposure shall not be allowed to remain
in the canera. Renove all parts of the | ast exposure, secure, or
destroy it as classified waste; otherw se safeguard the canera as
cl assifi ed.

6-30 MARKI NG CLASSI FI ED BRI EFI NG SLI DES

1. Mark classified briefing slides, such as those produced using
M crosoft PowerPoint or simlar software, with the highest

overall classification | evel and all applicable associated
mar ki ngs. | f producing transparencies for projection, al
mar ki ngs required by this section nust be used. 1In addition, any
border, holder or frame shall be marked with the highest overal
classification. Portion mark the information in the inmage area
of the item (see exhibit 6A-17).

2. If a group of classified briefing slides is used together and
mai nt ai ned together as a set, mark only the first slide of the
set with the highest overall classification |evel and al

associ ated markings. Thereafter, mark each slide or transparency
with the overall classification |level and the short forms of al
appl i cabl e warning notices and intelligence control markings.
Portion mark the information in the inage area of the item (see
exhibit 6A-17). Cdassified briefing slides pernanently renoved
fromsuch a set shall be marked as separate docunents (see

exhi bit 6A-17).

6-31 MARKI NG CLASSI FI ED MOTI ON Pl CTURE FI LMS, VI DEOTAPES AND
DI G TAL VI DEO DI SCS ( DVDs)

Mark classified nmotion picture filnms, videotapes and DVDs with
t he hi ghest overall classification |level and all applicable
associ ated marki ngs at the beginning and end of the played or
projected portion. A clear audible statenent announcing the
hi ghest overall classification |evel shall be nmade at the

begi nning and end of any notion picture filmor videotape to
ensure that listeners or viewers understand that classified
information is being presented. Mark notion picture reels and
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vi deot ape cassettes with the highest overall classification |evel
and all applicable associated markings. Mrk containers for
reel s and cassettes in the sane manner (see exhibit 6A-18 and 6A-
19).

6- 32 MARKI NG CLASSI FI ED SOUND RECORDI NGS

Al'l classified sound recordings shall have a clear audible

st at ement announci ng the hi ghest overall classification |evel and
all applicable associated markings at the begi nning and end of
the recording. Mark recording reels or cassettes with the

hi ghest overall classification | evel and all applicable

associ ated markings. Mark containers for reels and cassettes in
t he sane manner (see exhibit 6A-18 and 6A-19).

6- 33 MARKI NG CLASSI FI ED M CROFORMS

1. Mark classified mcrofilm mcrofiche, and simlar nedia with
t he highest overall classification level in the imge area, so
that it can be read or copied. Apply this marking so it is
visible to the unaided eye. Place associated nmarkings either on
the itemor included in acconpanyi ng docunentati on.

2. Mark protective sleeves or envel opes containing mcrofiche
wi th the highest overall classification level and all applicable
associ at ed mar ki ngs.

6-34 MARKI NG CLASSI FI ED REMOVABLE | T STORAGE MEDIA AND | T
SYSTEMS

1. Renovable Storage Media Markings. Mark classified renpovable
| T storage nedia with the highest overall classification |evel
using the appropriate | abel (SFs 706, 707, 708, 709, 710, and 712
(for SCI IT nedia)) and include the abbreviated form of al
appl i cabl e warning notices and intelligence control markings (see
par agr aphs 6-11 and 6-12) of the information contained therein.
Renovable I T storage nedia is any device in which classified data
is stored and is renovable froma system by the user or operator
(i.e., optical disks, magnetic diskettes, renovable hard drives,
thunb drives, tape cassettes, etc.). Wen the approved standard
formlabels are not feasible due to interference with operation
of the system or because of the size of the nedia, other neans
for marking may be used so |l ong as they appropriately convey the
classification and other required markings (see exhibit 6A-20).
In a totally unclassified working environment, there is no

requi renent to mark uncl assified renovable I T nedia.
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2. 1T System Mar ki ng.

a. External. Each IT systemshall be marked to indicate the
hi ghest classification level of the information processed by the
| T systemand the network to which it is connected. This is
especially inportant with systens that have the capability to
swtch froma classified network connection to an unclassified
network or system The appropriate |abel (SFs 706, 707, 708,

709, 710, and 712 (for SCI IT nedia)) shall be placed on IT
systens and conmponents with nenory such as workstations, external
hard drives, printers, copiers, portable electronic devices,
servers, and back-up devi ces.

b. Internal. Programthe software of classified |IT systens
storing or processing information in a readily accessible formt,
such as emai|l processed on a classified IT systens, to mark each
classified file stored or processed by the systemw th the
hi ghest overall classification |evel and all applicable
associated markings (i.e., in the sane manner as any ot her
cl assified docunent per paragraphs 6-1 through 6-15, as
applicable) (see exhibit 6A-21). Wen software does not provide
for automated marking, information nust nonet hel ess be marked.
| T nmedia containing classified files not programed in a readily
accessi ble format shall be marked on the outside with the highest
overall classification |evel and all applicable associated
mar ki ngs (normally a sticker or tag) or have marked docunentation
kept with the nedia (see exhibit 6A-20).

3. \Were practicable, Information Assurance Managers shal
ensure that |IT systens provide for classification designation of
data stored in internal nmenory or maintained on fixed storage
medi a.

6-35 MARKI NG CLASSI FI ED DOCUMENTS PRODUCED BY I T SYSTEMS

1. Mark docunents produced on IT systens, to include emails
generated on a classified IT systemand those that function as
word processing systenms, per this chapter. Special provisions
for marking some I T system generated classified docunents are as
fol |l ows:

a. Mrk interior pages of fan-folded printouts with the
hi ghest overall classification |evel. These markings shall be
applied by the system even though they may not be conspi cuous
fromthe text. Mark the face of the docunent with all required
associ ated marki ngs or place these markings on a separate sheet
of paper attached to the front of the printout.

b. Mrk portions of printouts renoved for separate use or
mai nt enance as individual docunents (see exhibit 6A-22).
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1. DEA SENSITIVE INFORMATION. Control and safeguard DEA
Sensitive information In the same manner as FOUO, per reference

.

m. DoD UCNI. Control and safeguard DoD UCNI per reference

m -
7-9 ALTERNATIVE COMPENSATORY CONTROL MEASURES (ACCM)

1. When an Original Classification Authority (OCA) determines
that other security measures detailed in this policy manual are
insufficient for establishing "need-to-know"™ for classified
information, and where Special Access Program (SAP) controls are
not warranted, Alternative Compensatory Control Measures (ACCM)
may be employed. The purpose of ACCM i1s to strictly enforce the
"need-to-know" principle. Additional security investigative or
adjudicative requirements are not authorized for establishing
access requirements for ACCM information.

2. The following ACCM controls are authorized:

a. An unclassified nickname assigned in accordance with
reference (n) and coordinated through CNO (NO9N2).

b. A list of persons granted access to the ACCM protected
information.

c. Placing classified ACCM information in sealed envelopes
marked only with “ACCM,” the classification level, and nickname
and stored in a manner to avoid commingling with other
classiftied information.

d. Special markings to identify information as being
controlled by ACCM.

e. A system that provides for recurrent oversight and
inspection of ACCM by representatives of the cognizant OCA or
CNO (NO9N2).

3. ACCM Limitations:

a. ACCM shall not use codewords as defined in reference
(n), nor shall they use the assigned nickname if It Is not
preceded by the acronym "ACCM.""

b. ACCM shall not be used for NATO or non-intelligence
Foreign Government Information (FGl) without the prior written
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approval of the ODUSD (Policy). Any such request must be
submitted via CNO (NOSN2).

c. ACCM shall not be used to protect classified information
in acquisition programs as defined in reference (0), nor shall
ACCM be used during the acquisition process to protect technical
or operational i1tem characteristics, funding, capabilities or
vulnerabilities. However, systems that are iIn operational use
do not fall under the acquisition process definition. Likewise,
improvements to operational systems are not considered in the
acquisition process. These are considered fielded end items,
and are eligible for ACCM status i1f properly justified.

d. ACCM shall not be used to control classified information
designated as Restricted Data (RD), Formerly Restricted Data
(FRD), Communications Security (COMSEC) or Sensitive
Compartmented Information (SCI).

e. ACCM shall not be used for unclassified information.

T. An ACCM specific Non-Disclosure Agreement shall not be
used.

g- ACCM shall not use a billet structure or system to
control the position and numbers of persons with access to ACCM.

h. The use of ACCM measures shall not preclude, nor
unnecessarily iImpede, Congressional, Office of the Secretary of
Defense, or other appropriate oversight of programs, command
functions, or operations.

4. The CNO (NO9N2) approves the use of ACCM, and ensures that
the protection afforded classiftied information is sufficient to
reasonably deter and detect loss or compromise. Each request
for the establishment of ACCM shall consider the criticality,
sensitivity, and value of the information; analysis of the
threats both known and anticipated; vulnerability to
exploitation; and countermeasures benefits versus cost when
assessing the need to establish an ACCM.

a. Requests must be submitted, in writing, by the cognizant
OCA. The request must include a justification for application
of ACCM and a security plan. The security plan shall describe
how control measures will be implemented; identify the CNO
(NO9N2) approved nickname and describe how information will be
marked with the nickname; provide a description of the
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information requiring additional control measures; and describe
roles and responsibilities for implementation and oversight of
the ACCM.

b. The CNO (NO9SN2) shall maintain a centralized record
that, as a minimum, reflects the control(s) used and the
rationale for their use, and shall report annually to the ODUSD
(Policy). OCAs with approved ACCM shall provide program
information as requested by CNO (NO9N2) for inclusion in the
report.

6. Safeguarding. Standard Form classified material cover sheets
may be used, but must be stamped or marked with the ACCM
markings. The Director of Security, ODUSD (Cl1&S), via CNO
(NO9N2), may authorize the use of specially designed cover
sheets.

7. Transmission. ACCM information shall be transmitted iIn the
same manner as other classified information at the same
classiftication level with the following exceptions:

a. ACCM information wrapped for transmission shall have the
inner envelope marked with the ACCM nickname and must be
addressed to the attention of an individual authorized access to
the ACCM information.

b. The ACCM nickname shall be used in the text of message
traffic and on cover sheets accompanying secure facsimile
transmissions to assist in alerting the recipient that the
transmission involves ACCM protected information. Senders shall
ensure that an authorized recipient Is awaiting the transmission
when sending over secure facsimile.

8. Electronic files containing ACCM protected information shall
be configured and designated to ensure that access iIs restricted
to individuals with authorized access. Secret Internet Protocol
Router Network (SIPRNET) or other secure transmission methods
authorized for processing classified information at the same
level may be used to transmit ACCM information. Each such
transmission must be marked as described above and in Chapter 6,
and transmitted only to those authorized access to the ACCM
information.

9. Personnel requiring access to ACCM protected information
shall receive specialized training regarding the procedures for
access, control, transmission, storage, marking, etc.
Individuals may be required to sign an acknowledgement of
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training should the security plan so specify.

10. Contractors. Approved ACCM may be applied to cleared DoD
contractors only when identified in the Contract Security
ClassifTication Specification, DD Form 254.

11. Activities and individuals having responsibility for
protecting ACCM information (including contractors) shall be
provided a copy of the ACCM security plan, as appropriate.

12. Security Classification Guide. The requirement for ACCM
shall be included in security classification guides for the
protected information. An ACCM-specific security classification
guide iIs not necessary.

13. ACCM shall be cancelled as soon as they are no longer
necessary. Requests for cancellation must be submitted to CNO
(NO9N2), 1n writing. CNO (NO9N2) will notify ODUSD (Policy).

7-10 CARE DURING WORKING HOURS

1. Keep classiftied information under constant surveillance by
an authorized person and covered with classified material cover
sheets (SFs 703, 704, or 705) when removed from secure storage.

2. Protect preliminary drafts, plates, stencils, notes,
worksheets, computer printer and typewriter ribbons, computer
storage media, and other classified 1tems according to their
security classification level. Immediately destroy these items
after they have served their purpose.

3. Classiftied discussions shall not be conducted in public
conveyances or places that permit interception by unauthorized
persons, and classified material may not be opened or read in
any area where i1t can be seen by unauthorized individuals.

7-11 END-OF-DAY SECURITY CHECKS

Commanding officers shall establish procedures for end of the
day security checks, utilizing the SF 701, Activity Security
Checklist, to ensure that all areas which process classified
information are properly secured. Additionally, an SF 702,
Security Container Check Sheet, shall be utilized to record that
classified vaults, secure rooms, strong rooms and security
containers have been properly secured at the end of the day.

The SF 701 and 702 shall also be annotated to reflect after
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hours, weekend and holiday activities. These forms may be
destroyed 30 days after the last entry unless they are used to
support an ongoing iInvestigation required by Chapter 12.

7-12 SAFEGUARDING DURING VISITS

Commanding officers shall establish procedures to ensure that
only visitors with an appropriate eligibility determination and
need-to-know are granted access to classified information. At a
minimum, these procedures shall include verification of the
identity, eligibility level, access (if appropriate), and need-
to-know for all visitors. Refer to reference (p) for visit
procedures.

7-13 SAFEGUARDING DURING CLASSIFIED MEETINGS

1. Commanding officers shall ensure that classified discussions
at conferences, seminars, exhibits, symposia, conventions,
training courses, or other gatherings (hereafter referred to as
"meetings’™) are held only when disclosure of the information
serves a specific U.S. Government purpose. Classified meetings
may only be held at a U.S. Government agency or a cleared DoD
contractor facility with an appropriate facility security
clearance (FCL) where adequate physical security and procedural
controls have been approved.

2. Commands hosting in-house meetings shall assume security
responsibility for the meeting. Security precautions must be
taken for conference rooms and areas specifically designated for
classified discussions. Technical surveillance counter-measures
support for meetings involving Top Secret information, and for
other designated classified discussion areas (e.g., base
theaters, school auditoriums, unsecured classrooms, etc.) must
be requested per reference (Q)-

3. Commands hosting meetings outside the command, including
those supported by non-U.S. Government associations, shall:

a. Confirm that other means for communicating or
disseminating the classified information in lieu of a meeting
are i1nadequate;

b. Ensure that attendance is limited to U.S. Government
personnel and/or cleared DoD contractor employees. Any
participation by foreign nationals or foreign representatives
shall be approved, In writing, by the DON command foreign
disclosure officer or the Navy International Programs Office
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prior to attendance to ensure that the information to be
presented has been cleared for foreign disclosure. All
attendees shall have an appropriate clearance eligibility and
need-to-know;

c. Prepare and implement a security plan that minimizes the
risk to the classified information involved;

d. Segregate classified sessions from unclassified
sessions;

e. Ensure that announcements are unclassified and limited
to a general description of topics expected to be presented,
names of speakers, logistical information, and administrative
and security instructions when non-U.S. Government associations
are providing administrative support;

. Permit note taking or electronic recording during
classiftied sessions only when the sponsor determines, in
writing, that such action is necessary to fulfill the U.S.
Government purpose for the meeting; and

g- Safeguard, transmit, or transport classified information
created, used, or distributed during the meeting per this
chapter and chapter 9.

4. Command personnel invited to give classified presentations
or to accept security sponsorship for classified meetings
organized by non-U.S. Government associations must receive
approval from the CNO (NO9N2) prior to any commitment or
announcement being made. Requests to conduct such meetings
shall be forwarded to the CNO (NO9N2) via the administrative
chain of command and shall include:

i a. A summary of subjects, level, and sources of classified
information;

b. The name of the non-U.S. Government association or
organization involved in the meeting;

c. The location and dates of the meeting;

d. Identification of the sponsoring command, including the
name, address, and phone number of the primary action officer;
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e. ldentification of the U.S. Government employee nominated
to function as the security manager;

T. The specific reason for having the meeting;

g- A security plan specifying procedures for verifying
access eligibility, badging procedures, access control
procedures, and procedures for storing the classified
information;

h. A draft agenda, announcement, and eligibility
verification form; and

i. The identity of any foreign representatives expected to
attend, with proof of their official clearance level assurance
and a statement of their need-to-know.

5. Pending a decision by the CNO (NO9N2), general notices or
announcements of meetings may be published or sent to members of
participating associations, societies, or groups It the notice
or announcement does not constitute an invitation to attend.

The individual designated as security manager by the sponsor
shall be responsible for providing and maintaining physical
security for the actual site of the classified meeting. Other
U.S. Government organizations or cleared contractor facilities
may assist with implementation of security requirements under
the direction of the appointed security manager. Upon assuming
security sponsorship, the sponsor shall review all announcements
and invitations to determine that they are accurate, do not
contain classified information, and clearly identify the
security sponsor.

6. Classified meetings may not be held at hotels, conference
centers or any other uncleared venue.

7-14 SAFEGUARDING U.S. CLASSIFIED INFORMATION IN FOREIGN
COUNTRIES

1. U.S. classified information transported to foreign countries
must be safeguarded as described below (see exhibit 2B for
emergency destruction plans).

a. At a U.S. military installation, or a location where the

U.S. enjoys extraterritorial status, such as an embassy or
consulate;
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b. At a U.S. Government activity located in a building used
exclusively by U.S. Government tenants, provided the building is
under 24-hour control by U.S. Government personnel;

c. At a U.S. Government activity located in a building not
used exclusively by U.S. Government tenants nor under host
government control, provided the classified information is
stored in GSA-approved security containers and is placed under
24-hour control by U.S. Government personnel; or

d. At a U.S. Government activity located in a building not
used exclusively by U.S. Government tenants but which is under
host government control provided the classified information is
secured In GSA-approved security containers which are further
secured In a locked room or area to which only U.S. personnel
have access.

3. To the extent possible, and without adversely affecting
operational efficiency, U.S. classified information that has
been determined by appropriate authority to be releasable to the
host government will be segregated from information which has
not been authorized for release. |If the volume of classified
information makes i1t impractical to store releasable classified
information In one security container and non-releasable
classified information in another, than the classified
information may be stored in different drawers of the same
security container. When segregation is not feaseable or
practical, a waiver may be requested from CNO (NO9SN2).

4_. Foreign personnel shall be escorted In areas where U.S. non-
releasable classified information is handled or stored. As an
alternative in the case of exchange officers, and when required
by operational necessity, unescorted access by foreign personnel
may be allowed during duty hours to areas where U.S. non-
releasable classified information is stored in a locked security
container or is under the direct, personal supervision of U.S.
personnel .

7-15 REPRODUCTION

1. ClassifTied information shall be reproduced only to the
extent required by operational necessity unless restricted by
the originating agency or for compliance with applicable
statutes or directives. Reproduction shall be accomplished by
authorized persons knowledgeable of the procedures for
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classified reproduction (see paragraph 7-8.1.c. for reproduction
of FGI).

2. Commanding officers shall:

a. Designate specific equipment for classified
reproduction;

b. Ensure that all copies are subject to the same controls
as the original information;

c. Limit reproduction to that which is mission-essential
and ensure that appropriate countermeasures are taken to negate
or minimize risk;

d. Comply with reproduction limitations placed on
classified information by originators and special controls
applicable to special types of classified information; and

e. Facilitate oversight and control of reproduction.

3. When selecting reproduction equipment, ensure that the
equipment does not have an internal hard drive or non-volatile
memory. IFf it does, you must protect the equipment at the
highest level of classified material reproduced.

a. |If the reproduction equipment is networked to other IT
systems or equipment, the whole network must be provided
security protection and approved to process classified material
at the highest level of classified material reproduced.

b. Before permitting uncleared maintenance personnel
access to or releasing reproduction equipment that has been used
for processing classified material, inspect the equipment to
ensure that no classified material has been left in the
equipment.

REFERENCES
(a) OPNAVINST 5530.14C, Navy Physical Security, 10 Dec 98
(b) SECNAVINST 5510.34A, Disclosure of Classified Military
Information and Controlled Unclassified Information to
Foreign Governments, International Organizations, and
Foreign Representatives, 8 Oct 04

(c) SECNAV M-5210.1, Records Management Manual, Dec 05
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DoD Directive 5210.2, Access to and Dissemination of
Restricted Data, 12 Jan 78

DoD 5105.21-M-1, DoD Sensitive Compartmented Information
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EKMS-1, CMS Policy and Procedures for Navy Electronic Key
Management Systems (U), 5 Oct 04
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and Oversight of Special Access Programs within the
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CHAPTER 8
DISSEMINATION
8-1 BASIC POLICY

1. Commanding officers shall establish procedures for the
dissemination of classified and controlled unclassiftied
information (CUl) originated or received by the command.

2. ClassifTied information originated in a non-DoD department or
agency shall not be disseminated outside the DoD without the
consent of the originator except where specifically permitted
(also known as the “third agency rule™).

3. Authority for disclosure of DON classified and CUl to foreign
governments has been centralized in the Director, Navy
International Programs Office, who has delegated authority to
disclose certain classified information and CUl to those commands
designated in reference (a). All such disclosures shall be
accomplished in accordance with reference (a).

4. In emergency situations, in which there is an imminent threat
to life or in defense of the homeland, the Secretary of the Navy
or a designee may authorize the disclosure of classified
information to an individual or individuals who are otherwise not
routinely eligible for access. This shall be accomplished only
under the following conditions:

a. Limit the amount of classified information disclosed to
the absolute minimum to achieve the purpose;

b. Limit the number of individuals who receive it;

c. Transmit the classified information via approved Federal
Government channels by the most secure and expeditious method per
chapter 9 or other means deemed necessary when time is of the
essence;

d. Provide instructions about what specific information is
classified, how it should be safeguarded; physical custody of
classified information must remain with an authorized Federal
Government entity, in all but the most extraordinary
circumstances;

e. Provide appropriate briefings to the recipients on their
responsibilities not to disclose the iInformation and obtain a
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signed nondisclosure agreement; and

f. Within 72 hours of the disclosure of classified
information, or the earliest opportunity that the emergency
permits, but no later than 30 days after the release, the
disclosing authority must notify the originating agency of the
information by providing the following information:

(1) A description of the disclosed information;

(2) To whom the information was disclosed;

(3) How the information was disclosed and transmitted;
(4) Reason for the emergency release;

(5) How the information is being safeguarded; and

(6) A description of the briefings provided and a copy
of the nondisclosure agreements signed.

8-2 TOP SECRET

Top Secret information originated within the DoD shall not be
disseminated outside the DoD without the consent of the
originator or higher authority, except as provided for in
paragraph 8-1.4 above.

8-3 SECRET AND CONFIDENTIAL

Unless speciftically prohibited by the originator, Secret and
Confidential information originated within the DoD may be
disseminated to other DoD components and agencies within the
executive branch of the U.S. Government, except as provided for
in paragraph 8-1.4 above.

8-4 SPECIAL TYPES OF CLASSIFIED AND CONTROLLED UNCLASSIFIED
INFORMAT 10N

1. SAPs. The policy and procedures concerning the dissemination
of SAP information are contained in reference (b).

2. RD (including CNWDl) and FRD. The policy and procedures

concerning access to and dissemination of RD (including CNWDI)
and FRD within the DoD are contained in references (c¢) and (d).
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3. NATO. The policy and procedures for the dissemination of
NATO information are contained in reference (e). DON documents
which incorporate NATO information do not require transmission
through NATO channels.

4. COMSEC. The policy and procedures for the dissemination of
COMSEC information are contained in reference (f).

5. SCI. The policy and procedures for the dissemination of SCI
are contained in reference (Q)-

6. SIOP and SIOP-ESI. The policy and procedures for the
dissemination of SIOP and SIOP-ESI are contained in reference

h).

7. NNPI. The policy and procedures for the dissemination of
classified and unclassified NNPI are contained in reference (i).

8. FOUO. The policy and procedures for the dissemination of
FOUO information are contained in reference (j). FOUO
information may be disseminated within the DoD components and
between officials of the DoD components, cleared DoD contractors,
consultants, and grantees in the conduct of official business for
the DoD and DON provided that dissemination is not further
controlled by a distribution statement. FOUO information may be
released to other DoD departments and agencies of the U.S.
Government as necessary in the conduct of valid official business
and shall be marked per chapter 6, paragraph 6-11.3. The
criteria for allowing access to FOUO Law Enforcement Sensitive
information are the same as for FOUO information.

9. SBU INFORMATION. Per reference (j), the policy and
procedures for the dissemination of SBU are the same as those
used for FOUO information, except that information received from
the Department of State marked SBU shall not be provided to any
person who is not a U.S. citizen without approval of the
Department of State activity that originated the information.

10. DEA SENSITIVE INFORMATION. Per reference (J), DEA Sensitive
information is unclassified information that is originated by the
DEA and requires protection against unauthorized disclosure to
protect sources and methods of investigative activity, evidence,
and the integrity of pretrial investigative reports. Access to
DEA Sensitive information shall be granted only to persons who
have a valid need-to-know. DEA Sensitive information shall not
be released outside the DoD without DEA authorization.
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11. DoD UCNI. DoD UCNI is unclassified information on security
measures (including security plans, procedures and equipment) for
physical protection of DoD Special Nuclear Material, equipment,
or facilities. Access to DoD UCNI shall be granted only to
persons who have a valid need-to-know and are specifically
eligible for access under the provisions of reference (k).

12. LIMITED DISTRIBUTION INFORMATION. Unclassified information
bearing the LIMITED DISTRIBUTION caveat shall be disseminated by
the National Geospatial-Intelligence Agency (NGA) to Military
Departments or other DoD components for the conduct of official
DoD business. Further dissemination outside DoD requires the
express written approval of the Director, NGA, in accordance with
reference (I).

8-5 DISSEMINATION OF INTELLIGENCE INFORMATION

Reference (m) provides the policy, control, and procedures for
the dissemination and use of intelligence information and related
materials.

8-6 DISSEMINATION TO CONGRESS

The policy and procedures for the preparation and processing of
classified information to be disseminated to Congress are
contained iIn references (n) and (0).

8-7 DISSEMINATION OF TECHNICAL DOCUMENTS

1. Reference (p) requires the assignment of distribution
statements to facilitate control, distribution, and release of
technical documents without the need to repeatedly refer
questions to the originating command. The originating command
may choose to make case-by-case exceptions to distribution
limitations imposed by the statement. Distribution statements
also provide the extent of secondary distribution that is
permissible without further authorization or approval of the
originating command. Distribution statement assignments are
usually made by second echelon commands with program
responsibility.

2. All newly generated DoD unclassified technical documents
shall bear one of the distribution statements described in
exhibit 8A. If not already in the public domain and likely to be
disseminated outside the DoD, existing unclassified technical
documents, including informal documents such as working papers,
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memoranda, and preliminary reports shall be assigned a
distribution statement from exhibit 8A. Existing technical
documents do not have to be reviewed for the sole purpose of
assigning distribution statements, but when they are removed from
files, a determination shall be made whether distribution
limitations are necessary. If so, they must be marked
accordingly.

3. Classified technical documents shall be assigned Distribution
Statements B, C, D, E, or F from exhibit 8A. The distribution
statement assigned to a classified document shall be retained on
the document after its declassification or until specifically
changed or removed by the originating command. Technical
documents that are declassified and have no distribution
statement assigned shall be handled as Distribution Statement F
until changed by the originating command.

4. Information relating to NNPI which is not marked and handled
as unclassified NNPI shall be reviewed and approved by the Naval
Sea Systems Command (SEA-08) prior to release to the public.

5. This dissemination policy applies to all newly created
technical documents to include engineering drawings, standards,
specifications, technical manuals, blueprints, drawings, plans,
instructions, computer software and documentation, and other
technical information that can be used or adapted for use to
design, engineer, produce, manufacture, operate, repair,
overhaul, or reproduce any military or space equipment or
technology concerning that equipment.

6. Reference (q) applies to unclassified technical data which
reveals critical technology with military or space application
and requires an approval, authorization, or license for its
lawful export and which may be withheld from public disclosure.
This withholding authority does not apply to scientific,
educational, or other data not directly and significantly related
to design, production, or use In industrial processes.

8-8 PREPUBLICATION REVIEW

1. 1t is DoD policy under reference (r) that a security and
policy review shall be performed on all official DoD information
intended for public release including information intended for
placement on publicly accessible websites or computer servers.
Documents proposed for public release shall be first reviewed at
the command level as required by reference (s) and may be found
suitable for public release without higher-level consideration.
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Commanders are authorized to release information to the public
that i1s wholly within the command mission and scope. Each
commanding officer is responsible for ensuring that a review of
material proposed for public release i1s completed. This
responsibility is normally delegated to the Public Affairs
Officer. The security review iIs part of the overall public
release process and is coordinated by the security manager iIn
consultation with command subject matter experts.

2. IT public release cannot be authorized within the chain of
command, the material must be submitted for further review to the
CNO (NOSN2) or to the Commandant of the Marine Corps (ARS) (for
Marine Corps matters). Exhibit 8B is an excerpt from reference
(t) identifying official DoD information prepared by or for DoD
personnel and proposed for public release that requires further
review by the DoD Office of Security Review (OSR) via the CNO
(NO9N2). DoD OSR coordinates prepublication review with the
cognizant authorities outside the DON and provides the final
determination for public release.

REFERENCES

(a) SECNAVINST 5510.34A, Disclosure of Classified Military
Information and Controlled Unclassified Information to
Foreign Governments, International Organizations, and
Foreign Representatives, 8 Oct 04

(b) SECNAVINST S5460.3C, Management, Administration, Support, and
Oversight of Special Access Programs Within DON (U),
5 Aug 99

(c) DoD Directive 5210.2, Access to and Dissemination of
Restricted Data, 12 Jan 78

(d) SECNAVINST 5510.30 (Series), DON Personnel Security Program
Regulation

(e) USSAN 1-69, United States Implementation of NATO Security
Procedures, 21 Apr 82

(f) EKMS 1, CMS Policy and Procedures for Navy Electronic Key
Management System, 5 Oct 04

(g) DoD 5105.21-M-1, DoD Sensitive Compartmented Information
Administrative Security Manual, 3 Aug 98
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classification level of the handcarried information, at the
destination and all intermediate stops.

5. Commanding officers shall ensure that couriers are informed
of and acknowledge their security responsibilities when
escorting or handcarrying classified information. The latter
requirement may be satisfied by a briefing or by requiring the
courier to read written instructions that contain the
information listed below, as a minimum:

a. The courier is liable and responsible for the
information being escorted;

b. The information iIs not, under any circumstances, to be
left unattended;

c. During overnight stops, classified information is to be
stored at a U.S. embassy, military or appropriately cleared DoD
contractor facility (see paragraph 9-11.4d) and shall not, under
any circumstances, be stored unattended in vehicles, hotel rooms
or hotel safes;

d. The information shall not be opened enroute except iIn
the circumstances described iIn subparagraph 9-11.5h;

e. The information shall not be discussed or disclosed iIn
any public place or conveyance;

f. The courier shall not deviate from the authorized travel
schedule;

g- The courier is responsible for ensuring that personal
travel documentation (passport, courier authorization, and
medical documents) are complete, valid, and current;

h. There iIs no assurance of immunity from search by
security, police, customs and/or immigration officials on
domestic or international flights. Carry-on bags and packages
may be subjected to X-raying and inspection by customs or
airline/airport security officials. |ITf there 1s a question
about the contents of the package, the courier shall present the
courier authorization to the official or to the official"s
supervisor, if necessary. If the official demands to see the
actual contents of the package, it may be opened in his or her
presence, iIn an area out of sight of the general public.
However, under no circumstances shall classified information be
disclosed. Immediately after the examination, the courier shall
request that the package be resealed and signed by the official
to confirm that the package was opened. Inform both the
addressee and the dispatching security office, in writing, of
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the opening of the package;

1. Upon return, the courier shall return all classified
material in a sealed package, with receipts for any information
that i1s not returned; and

. Refer to reference (e) on the handcarry of classified
NATO information.

6. In the event that the handcarry of classified information
will also involve the disclosure of classified information to
foreign nationals, the cognizant foreign disclosure authority
shall ensure that disclosure authorization has been obtained per
reference (m).

9-12 AUTHORIZATION TO ESCORT OR HANDCARRY CLASSIFIED
INFORMAT 10N

1. The security manager shall provide written authorization to
all individuals escorting or handcarrying classified
information. This authorization may be the DD 2501, Courier
Authorization Card, or included on official travel orders, or a
courier authorization letter. Any of these three written
authorizations may be used to identify appropriately cleared DoD
military and civilian personnel approved to escort or handcarry
classified information (SAPs are excluded) between DoD commands
subject to the following conditions:

a. The individual has a recurrent need to escort or
handcarry classified information;

b. The expiration date may not exceed three years from the
issue date (pertains only to DD 2501);

c. The written authorization iIs retrieved upon an
individual®"s transfer, termination of employment, or when
authorization is no longer required.

2. The written authorization is intended for use between DoD
commands worldwide and provides sufficient authorization to
handcarry classified information aboard a U.S. military
aircraft.

9-13 AUTHORIZATION LETTER FOR ESCORTING OR HANDCARRY ING
CLASSIFIED INFORMATION ABOARD COMMERCIAL PASSENGER
AIRCRAFT

1. Personnel escorting or handcarrying classified information

aboard commercial aircraft shall process through the airline
ticketing and boarding procedures in the same manner as other
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passengers. Advance coordination shall be made with airline and
departure terminal officials and, when possible, with
intermediate transfer terminals to develop mutually satisfactory
arrangements within the terms of this regulation and Federal
Aviation Administration (FAA) guidance to facilitate the
courier™s processing through airline ticketing, screening, and
boarding procedures. Local FAA Tield offices can often be of
assistance. During this coordination, specific advice shall be
sought regarding the nature of documentation that will be
required. Generally, the following will meet commercial airline
security requirements:

a. The individual designated as courier shall possess an
identification card that includes a photograph, date of birth,
height, weight, and signature. |If the i1dentification card does
not contain these i1tems they shall be included in the written
authorization.

b. The courier shall handcarry the original authorization
letter and sufficient copies to provide documentation to airline
officials. Prepare the authorization letter on command
letterhead authorizing transport of the classified information
and include the following information:

(1) The full name of the individual and employing
agency;

(2) Description of the personal identification the
individual will present (e.g., Virginia Drivers License No.
1234);

(3) Description of material being carried (e.g., three
sealed packages, 9" X 8" X 24'"), addressee and sender;

(4) The point of departure, destination, and known
transfer points;

(5) A date of issue and expiration date;

(6) The name, title, and signature of the official
issuing the letter. The official shall sign each package or
carton on its face;

(7) The name and a valid U.S. Government telephone
number of the official designated to confirm the courier
authorization letter. Letters should also include a valid U.S.
Government telephone number for the command duty officer.

2. If a return trip iIs necessary, the host security official at
the original destination shall conduct all necessary
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coordination and provide an endorsement to the original courier
authorization letter to include the updated itinerary.

9-14 ESCORT OR HANDCARRY OF CLASSIFIED INFORMATION TO THE
U.S. SENATE

1. Senate regulations require that all classified material
intended for delivery to any Senator, staff member, Committee or
other Senate office be delivered to the Office of Senate
Security (0SS) which i1s the central document control facility
for the U.S. Senate. All Top Secret packages shall be
handcarried to the 0SS, Room S-407, the Capitol, Washington, DC
20510-7114.

2. Authorized couriers may also deliver Secret or Confidential
packages directly to the following Committees:

a. The Committee on Appropriations, Room SD-122, Dirksen
Building, United States Senate, Washington, DC 20510 (0900-1700
weekdays only);

b. The Committee on Armed Services, Room SR-228, Russell
Building, United States Senate, Washington, DC 20510 (0930-1700
weekdays only);

c. The Committee on Foreign Relations, Room SD-415, Dirksen
Building, United States Senate, Washington, DC 20510; or
d.

The Committee on Intelligence, Room SH-211, Hart
Building, United States Senate, Washington, DC 20510.

3. Secret or Confidential material that is sent by registered
mail shall be sent to the 0SS, even if intended for one of the
four Committees cited above. In the event that authorized
recipients at the above Committees are not available at the time
delivery is attempted, classified material shall be delivered to
the 0SS. Each of the above Committees may only accept
classified material addressed to and intended for the Chairman,
Ranking Member, or a named staff member of the Committee. Under
no circumstances shall classified packages be delivered directly
to a Senator®s personal office. 0SS does not accept any
classified material for the U.S. House of Representatives.

4. Prepare classified material per paragraphs 9-8 and 9-9 with
the inner envelope addressed to the iIntended recipient (e.g.,
Senator, staff member, committee, subcommittee, or other Senate
office). Include a multiple-copy receipt with all classified
packages handcarried to the U.S. Senate.
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CHAPTER 10
STORAGE AND DESTRUCTION
10-1 BASIC POLICY

1. Commanding officers shall ensure that all classified
information is stored in a manner that will deter or detect
access by unauthorized persons. Classified information that is
not being used or that i1s not under the personal observation of
cleared persons who are authorized access shall be stored per
this chapter. To the extent possible, limit areas in which
classified information is stored and reduce current holdings to
the minimum required for mission accomplishment.

2. Weapons or pilferable items, such as money, jewels, precious
metals, or narcotics shall not be stored in the same security
containers used to store classified information.

3. There shall be no external markings revealing the
classiftication level of information being stored in a specific
security container, vault, or secure room. Priorities for
emergency evacuation and destruction shall not be marked or
posted on the security container. This does not preclude placing
a mark or symbol on the security container for other purposes or
applying decals or stickers required by the Director, Central
Intelligence (DCl), for security containers used to store or
process intelligence information.

4. Report to the Chief of Naval Operations (CNO (N3AT)), via CNO
(NO9N2), any weakness, deficiency, or vulnerability in any
equipment used to safeguard classified information. Include a
detailed description of how the problem was discovered and the
measures taken to mitigate it, and classify per chapter 4 of this
policy manual, i1f applicable.

10-2 STANDARDS FOR STORAGE EQUIPMENT

The General Services Administration (GSA) establishes and
publishes minimum standards, specifications, and supply schedules
for containers, vault doors, modular vaults, and associated
security devices suitable for the storage and destruction of
classified information. These are available at the DoD Lock
Program site at: https://portal_navfac.navy.mil/portal/

page? pageid=181,4914415& dad=portal& schema=PORTAL. Reference
(a) describes acquisition requirements for physical security
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2. Two and four-drawer Class 5 security containers manufactured
by Art Metal Products, Inc., are no longer approved for the
storage of classified information.

3. The GSA approval labels must be removed from decertified
security containers.

10-10 RESIDENTIAL STORAGE

1. Top Secret information may not be removed from designated
areas for work at home during off-duty hours except as authorized
by the Secretary of Defense, the Secretaries of the Military
Departments, the Combatant Commanders, or CNO (NOSN).

2. Secret and Confidential information may not be removed from
designated areas for work at home during off-duty hours except as
authorized by the CNO (NO9N), a Fleet Commander, the Commanders
of the naval systems commands, the Chief of Naval Research, the
Commandant of the Marine Corps, or the Commanding General of U.S.
Marine Forces Command.

3. These requests will not be considered unless a critical
operational requirement exists. In each instance, commands shall
develop written procedures that include the requirement for the
information to be under personal control of the authorized
individual at all times when 1t iIs not secured in a GSA-approved
security container, identification and signature receipt of the
information temporarily stored, and reconciliation upon its
return. The classified information shall be stored in a GSA-
approved storage container and protected by an IDS. Other
methods of supplemental control may be used in lieu of an IDS, if
they provide substantially the same assurance of protection.

4. A copy of all residential storage approvals shall be
furnished to CNO (NO9N2).

10-11 REPLACEMENT OF COMBINATION LOCKS

1. Exhibit 10B is the priority list for replacing existing
mechanical combination locks with locks meeting Federal
Specification FF-L-2740. The mission and location of the
command, the classification level and sensitivity of the
information, and the overall security posture of the command
determines the priority for replacement of existing combination
locks. All system components and supplemental security measures
including an IDS, automated entry control subsystems, video
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assessment subsystems, and level of operations shall be evaluated
when determining the priority for replacement of security
equipment. Priority 1 requires immediate replacement.

2. New purchases of combination locks shall conform to Federal
Specification FF-L-2740. Existing mechanical combination locks
may not be repaired, but will be replaced with locks meeting
Federal Specification FF-L-2740.

10-12 COMBINATIONS

1. Only personnel who have the responsibility and possess the
appropriate security clearance eligibility and access will change
combinations to security containers, vaults and secure rooms.
Combinations will be changed:

a. When fTirst placed iIn use;

b. When an individual knowing the combination no longer
requires access unless other sufficient controls (e.g., security-
in-depth) exist to prevent access to the lock;

c. When subjected to compromise; or

d. When taken out of service. Built-in combination locks
will then be reset to the standard combination 50-25-50;
combination padlocks will be reset to the standard combination
10-20-30.

2. In selecting combination numbers, sequential numbers (i.e.,
multiples of five, simple ascending or descending arithmetical
series) and personal data, such as birthdates and Social Security
numbers shall not be used. The same combination shall not be
used for more than one container.

3. The classification of the combination shall be treated at the
same level of the classified information stored therein. Mark
any written record of the combination with the appropriate
classification level.

4. Maintain a record for each security container, vault, or
secure room door showing the location of each, the names, home
addresses, and home telephone numbers of the individuals having
knowledge of the combinations and who are to be contacted in the
event the security container, vault or secure room is found open
and unattended. Use SF 700, "Security Container Information,"”
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for this purpose. Place Part 1 of the completed SF 700 on an
interior location iIn security containers, vault or secure room
doors. Mark Parts 2 and 2A of the SF 700 to show the highest
classification level and any special access notice applicable to
the information stored therein. Store Parts 2 and 2A in a
security container other than the one to which i1t applies. If
necessary, continue the listing of persons having knowledge of
the combination on an attachment to Part 2.

10-13 KEY AND PADLOCK CONTROL

1. Commanding officers shall establish administrative procedures
for the control and accountability of keys and locks whenever
high security key-operated padlocks are used. The level of
protection provided each key will be equivalent to the highest
classiftication level of information being protected by the
padlock.

2. Reference (e) makes unauthorized possession of keys,

key blanks, keyways, or locks adopted by any part of the DoD for
use iIn the protection of conventional arms, ammunition or
explosives (AA&E), special weapons, and classified equipment a
criminal offense punishable by fine or imprisonment up to 10
years, or both.

3. Reference (f) governs key security and lock control used to
protect classified information.

10-14 SECURING SECURITY CONTAINERS

When securing security containers, rotate the dial of mechanical
combination locks at least four complete turns iIn the same
direction, and check each drawer. Rotate the dial of the XO
Series locks at least one turn in each direction. |If the dial is
only a quick twist, it is possible to open most locks merely by
turning the dial back to its opening position.

10-15 REPAIR, MAINTENANCE, AND OPERATING INSPECTIONS

1. Neutralization of lock-outs, repairs and maintenance of GSA-
Approved security containers shall be accomplished in accordance
with "Federal Standard 809, ""Neutralization and Repair of GSA-
approved Containers,'™ and shall be accomplished only by
authorized persons who have been the subject of a trustworthiness
determination per reference (g) or who are continuously escorted.
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a. With the exception of frames bent through application of
extraordinary stress, a GSA-approved security container
manufactured prior to October 1991 (identified by a silver GSA-
label with black lettering affixed to the exterior of the
container) is considered restored to its original state of
security integrity as follows:

(1) IT all damaged or altered parts (e.g., locking
drawer, drawer head, or lock) are replaced with new or
cannibalized parts; or

(2) 1T a container has been drilled immediately adjacent
to or through the dial ring to neutralize a lock-out, the
replacement lock shall meet Federal Specification FF-L-2740; the
drilled hole shall be repaired with a tapered case-hardened steel
rod (e.g., dowel, drill bit, or bearing) with a diameter slightly
larger than the hole and of such length that when driven into the
hole there remains, at each end of the rod, a shallow recess not
less than 1/8 inch nor more than 3/16 inch deep to permit the
acceptance of substantial welds; and the rod is welded on the
inside and outside surfaces. The outside of the drawer head
shall be puttied, sanded, and repainted so no visible evidence of
the hole or its repair remains on the outer surface after
replacement of the damaged parts.

b. In the interest of cost efficiency, the procedures
identified i1n paragraph 10-15.1.a(2) shall not be used for
GSA-approved security containers purchased after October 1991
(identified by a silver GSA label with red lettering affixed to
the outside of the container control drawer) until 1t is first
determined whether warranty protection still applies. To make
this determination, contact the manufacturer and provide the
serial number and date of manufacture of the container. |IT a
Class 5 security container is under warranty, use the procedures
described in the Naval Facilities Engineering Service Center
(NFESC) Technical Data Sheet (TDS) 2000-SHR, **Neutralizing
Locked-Out Containers,'™ to neutralize a lock-out. |If a Class 6
security container is under warranty, use the procedures
described in the NFESC TDS 2010-SHR, "Red Label Class 6 Security
Container Opening Procedures,”™ to neutralize a lock-out. Go to
the DoD Lock Program site for additional information.

2. GSA-approved containers that have been drilled in a location
or repaired In a manner other than described iIn paragraph 10-

15.1.a(2) are not considered restored to their original state of
security integrity. Remove the "Test Certification Label™ on the
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inside of the locking drawer and the "Approved Security
Container™ label on the outside of the top drawer of the
container. Place a permanently marked notice to this effect on
the front of the container to indicate that these containers may
be used to store only unclassified information.

3. When repair results are visible and could be mistaken for
marks left In an attempt to gain unauthorized entry to the
container, the locksmith should stamp a registration mark on the
metal surface of the container and post a label iInside the
locking drawer stating the details of the repair. Use exhibit
10C to record the history of the security equipment to reflect
the operating problems, the type of maintenance, the date
repaired/inspected, the name and company of the technician, the
name of the command, and the certifying official. Retain this
record for the service life of the security container or vault
door per reference (h).

4. External modification of GSA-approved security containers to
attach additional locking devices or alarms is prohibited.

10-16 ELECTRONIC SECURITY SYSTEM (ESS)

1. An ESS consists of one or a combination of the following
subsystems:

a. Intrusion Detection System (IDS).
b. Closed Circuit Television (CCTV); and
c. Access Control System (ACS).

2. An IDS consists of monitors and electronic sensors designed
to detect, not prevent, an attempted intrusion. These sensors
are designed to detect movement, changes In heat sources, door
openings, and sound changes. A CCTV system is designed to
assess, view areas, or detect an intrusion. Some of the major
components of a CCTV system are cameras, thermal imagers,
switchers, and video motion detectors. An ACS system is designed
to help control access to spaces. ACS components consist of card
reader devices and/or biometrics, such as hand geometry, iris or
fingerprint scanners, and the computers to control them.

3. An ESS provides additional protective controls at vital areas

in the event of human or mechanical failure. The use of an ESS
in the protection program of a command may be required because of
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the critical importance of a command®s mission, design, layout,
or location of the facility. In some iInstances, Its use may be
justified as a more economical and efficient substitute for other
protective measures.

4. Exhibit 10D provides guidance regarding IDSs and ACSs.
10-17 DESTRUCTION OF CLASSIFIED INFORMATION

1. Destroy classified information no longer required for
operational purposes per reference (h). Destruction of
classified information shall be accomplished by means that
eliminate risk of recognition or reconstruction of the
information.

2. Commanding officers should establish at least one day each
year as '‘clean-out” day when specific attention and effort are
focused on disposition of unneeded classified material.
Classified material that cannot be destroyed because of its
historical value shall be reevaluated and, when appropriate,
downgraded, declassified, or retired to a designated record
center.

3. Refer to references (i) for destroying COMSEC information,
reference (J) for destroying SCI, and reference (k) for
destroying NATO information.

4. Refer to reference (1) for IT storage media destruction
techniques.

5. The Directorate for Information Systems Security, NSA,
provides technical guidance concerning appropriate methods,
equipment, and standards for the destruction of classified
electronic media and processing equipment components.

6. Refer to exhibit 2B for emergency destruction guidelines.
10-18 DESTRUCTION METHODS AND STANDARDS

1. Various methods and equipment may be used to destroy
classified information that include burning, cross-cut shredding,
wet-pulping, mutilation, chemical decomposition, or pulverizing.
2. A cross-cut shredder shall reduce the information to shreds

no greater than five square millimeters. New purchases of cross-
cut shredders will be from those listed on the NSA/CSS Evaluated
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Products List for High Security Crosscut Paper Shredders (see the
latest information on cross-cut shredders at www.navysecurity.
navy.mil). Crosscut shredders purchased prior to 1 January 2003
which reduce the information to shreds no greater than 3/64 inch
wide by 1/2 inch long may continue to be used until October 2008;
however, the bag containing the shredded material must be stirred
or agitated prior to disposal.

3. Residue from disintegrators shall not exceed five square
millimeters in size.

4. Pulping (wet process) devices with a 1/4 inch or smaller
security screen may be used to destroy classified water-soluble
material.

5. Strip shredders are not authorized for the destruction of
classiftied information.

10-19 DESTRUCTION PROCEDURES

1. Commanding officers shall establish procedures to ensure that
all classified material intended for destruction is destroyed by
authorized means and appropriately cleared personnel.

2. ClassifTied material pending destruction shall be controlled
in a manner designed to minimize the possibility of unauthorized
removal or access. A burn bag may be used to store classified
material awaiting destruction at a central destruction facility.
Seal and safeguard each burn bag at the highest level of
classified material contained therein until actually destroyed.

3. A record of destruction is required for Top Secret
information. OPNAV 5511/12, "Classified Material Destruction
Report,”™ may be used for this purpose. Record destruction of Top
Secret and any special types of classified information (if
required) by any means as long as the record includes complete
identification of the information destroyed and date of
destruction. Two witnesses shall sign the record when the
information is placed in a burn bag or actually destroyed.
Retain Top Secret records of destruction for five years as
prescribed in reference (h). Records of destruction are not
required for waste products. Top Secret working papers are not
considered “waste products™.

4. Records of destruction are not required for Secret and
Confidential information except for special types of classified
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information (see paragraphs 7-8 and 10-17). Administrative
procedures for recording final disposition of Secret material,
whether by destruction or transmission outside the command, must
be established in order to support the requirements of paragraph
7-4.

10-20 DESTRUCTION OF CONTROLLED UNCLASSIFIED INFORMATION

1. Destroy record copies of FOUO, SBU, DoD UCNI, DOE UCNI, and
unclassified technical documents assigned Distribution Statements
B through X, per reference (h). Non-record copies may be
destroyed by any means approved for the destruction of classified
information, or by any means that would make it difficult to
recognize or reconstruct the information. Records of destruction
are not required.

2. IT storage media containing digital FOUO, SBU, DoD UCNI, and
unclassified technical documents shall, at a minimum, be
reformatted prior to reuse within a DoD IT systems per references

(1) and (m).

3. Destroy unclassified NNPI In the same manner approved for
classified information.

10-21 DISPOSITION OF CLASSIFIED INFORMATION FROM COMMANDS
REMOVED FROM ACTIVE STATUS OR TURNED OVER TO
FRIENDLY FOREIGN GOVERNMENTS

1. Commanding officers shall ensure that all classified
information has been removed before relinquishing security
control of a ship, shore activity, or aircraft for striking,
decommissioning, deactivation, or rehabilitation. Disposal shall
be per reference (h) or stored at an approved facility when the
status is temporary.

a. The commanding officer shall certify to the command
accepting custody that a security inspection has been conducted
and that all classified information has been removed. If, for
some reason, all classified information has not been removed, the
certification shall document the information remaining, the
authority and reason.

b. Where possible, conduct the security inspection jointly
with the command accepting custody.
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2. Commanding officers shall ensure that the release of
classiftied information in connection with the transfer to a
friendly foreign government is processed per reference (n), and
that the permission of the Archivist of the U.S. is obtained
before transferring records to other agencies or non-U.S.
Government organizations, including foreign governments, per
reference (n).
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